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Abstract
Research Problem: The purpose of the study was to investigate the application of
Digital Twins (DTs) in sectors critical to societal functions.

Research questions
1. Which essential services that are most amenable to DTs development?
2. What role does safety-critical data play in the development and ongoing
maintenance of DTs?
3. How can DTS be utilised in identifying, evaluating, and mitigating risks within
critical infrastructure

Methodology
The method used is a literature survey, and since this particular field is in its infancy,
both academic sources and so-called grey literature is included. The review study
followed established guidelines for secondary studies in software engineering and
included expert interviews to enhance validity. The research method consisted of three
main phases:

e Planning: lidentified the need for the review and established the study protocol.

e Conducting: executed the research protocol, performed an automatic search
across scientific databases, filtered candidate studies, and used snowballing
techniques. A classification framework was developed and refined to analyse and
extract information from the primary studies. Expert interviews were conducted to
validate findings.

e Reporting: documented the review process and findings.

This structured approach ensured a comprehensive and validated review of the relevant
literature.

Results and Conclusions
This study reveals several potential benefits of using DTs in sectors of societal criticality
including:
e Significantly improve situational awareness and crisis management.
e Enhance the operational efficiency and safety of critical infrastructures.
e Support robust strategic planning.
e Facilitate better coordination among various stakeholders.
However, as in many other domains, practical realisation of DT is scarce due to the
need for finding balance between the offered benefits against the high costs and
complexities.
e Actionable Recommendations for Stakeholders.
o Investin DT technologies.
o Focus on data security.
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o

Develop standard protocols.

o Analyse lifecycle costs and benefits.
e Implications for MSB and Government Agencies.

O
o

O

Policy development.
Preparation for DT introduction.
Funding and research.

e Guidance for Private Sector and Industry

o

o

Collaboration with government.
Innovation in DT applications.

e Future Research Directions.

o

Investigate the use of DTs in sectors like renewable energy and smart
cities.

Conduct studies to evaluate the societal and environmental impacts of
DTs in essential services.

Explore advanced Al techniques to enhance the predictive capabilities and
autonomy of DTs.

Shift focus from purely technological aspects to include broader
systems-oriented research.

Research how DTs can improve collaboration in societal Systems of
systems SoS.
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1. Introduction

The Swedish Civil Contingencies Agency, MSB, has set forth a strategic research
agenda for the years 2024-2028, focusing on ten areas of knowledge that will shape its
funded research initiatives in the upcoming period. This agenda outlines the societal
challenges to be tackled and the financing mechanisms MSB has at its disposal. This
research direction functions as a navigational tool, pinpointing the domains of
knowledge where MSB intends to focus its research efforts. In the autumn of 2023,
MSB embarked on several initiatives to propel this strategy forward. Among these was a
call for knowledge overviews aimed at consolidating state-of-the-art knowledge to
improve the preparedness system and pinpointing vital research gaps needing
additional investment.

One of the key thematic areas investigated was the application of Digital Twins (DTs) in
sectors critical to societal functions. In this context, this document provides a knowledge
overview of DTs and their potential role in crisis preparedness. The review is structured
around three main focal points. Firstly, it identifies the essential services that are most
amenable to DT development, with a particular focus on sectors such as energy,
healthcare, and transportation. The aim here is to ascertain where DTs can most
effectively bolster civil protection and enhance crisis readiness. Secondly, the document
evaluates the necessity for safety-critical data in both the development and ongoing
maintenance of DTs. This evaluation covers the requirements for data acquisition and
management, with a strong emphasis on ensuring the security, integrity, and
accessibility of data to maintain trustworthy digital representations. Lastly, the review
explores the utilisation of DTs in identifying, evaluating, and mitigating risks within
critical infrastructure. This includes examining how DTs can be used to simulate
scenarios, test resilience strategies, and refine crisis management protocols, ultimately
improving proactive planning and resource allocation for better crisis preparedness.

a. Overview of the Knowledge Review
We designed and conducted this review following the guidelines for secondary studies
in software engineering by Kitchenham [34]. To mitigate single-method limitations and
enhance validity, we conducted expert interviews using Molleri et al.'s [41] guidelines for
surveys in software engineering. Our research method encompassed three main
phases: planning, conducting, and reporting. The planning phase aimed to identify the
need for this review, and establish the study protocol. During the conducting phase, we
executed the steps defined in our research protocol. We performed an automatic search
using a defined search string across selected scientific databases and indexing
systems. Through a rigorous selection process, we filtered the candidate studies to
finalise the primary studies set, complemented by recursive forward and backward
snowballing activities. We employed the standard keywording process to compare and
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evaluate the primary studies and to define a classification framework, which was
iteratively refined. We used this framework to analyse each primary study and extract
relevant information. Additionally, we conducted three online interviews with experts in
the fields of essential services and DTs to validate and discuss our main findings. In the
reporting phase, we documented this knowledge review.

Search and selection process

We conducted parallel reviews of peer-reviewed and grey literature using the same
process. For simplicity, we refer to included studies from either source as primary
studies. For the peer-reviewed search, we selected four major scientific databases and
indexing systems in software engineering: IEEE Xplore Digital Library, ACM Digital
Library, SCOPUS, and Web of Science. We created a simple search string to collect
relevant studies:

(Digital Twin) AND (Essential Services)

The search yielded 12 potential peer-reviewed studies, which we refined to 10 after
removing impurities and duplicates. For the grey literature search, we used Google, and
used the same string. This search yielded 195 potentially relevant hits, which Google’s
automatic similarity check helped refine to 115. We applied inclusion and exclusion
criteria based on Ali and Petersen's guidelines to ensure objective selection [43].
e Inclusion criteria for peer-reviewed literature
o Studies subject to peer-review
o Studies written in English
o Studies available as full-text
o Studies focusing on DTs
o Studies focusing on essential services
e Inclusion criteria for grey literature
o Studies written in English
o Studies available as full-text
o Studies focusing on DTs
o Studies focusing on essential services
e Exclusion criteria for peer-reviewed literature
o Studies shorter than 4 pages
e Exclusion criteria for grey literature
o Studies not providing enough information such as advertisements
o Peer-reviewed studies
Studies had to meet all inclusion criteria and none of the exclusion criteria. Applying
these criteria, we narrowed down to 26 potential primary studies (4 peer-reviewed and
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22 grey literature). A closed recursive snowballing activity added 7 peer-reviewed
studies for a final set of 33 primary studies, listed in Table 1.

Id | Title Type Reference
The Dynabic Approach To Resilience Of Critical Pee.r [1]
1 |Infrastructures Reviewed
Detecting A Complex Attack Scenario In An Airport: The | P€er [2]
2 |Praetorian Framework Reviewed
Piloting Smart City Solutions In Very Small, Small And Pee.r [3]
3 |Medium-Sized Municipalities. The Estonian Case Study. | Reviewed
Elegant: Security Of Critical Infrastructures With Digital Pee.r [4]
4 |Twins Reviewed
Reconfigurable Digital Twin To Support Research, Peer 5]
Education, And Training In The Defense Of Critical Reviewed
5 |Infrastructure
Towards Resilient And Sustainable Rail And Road Peer [6]
Networks: A Systematic Literature Review On Digital Reviewed
6 |Twins
Enhancing And Securing Cyber-Physical Systems And Pee.r [7]
7 _[Industry 4.0 Through Digital Twins: A Critical Review | Reviewed
Application Of A Generic Digital Twin For Risk And Pee.r [8]
8 |Resilience Assessment In Critical Infrastructures. Reviewed
An Industrial Network Digital Twin For Enhanced Security Pee.r [9]
9 |Of Cyber-Physical Systems Reviewed
Departments Of Transportation Efforts To Digitize Peer [10]
Ancillary Transportation Asset Data: A Step Toward Reviewed
10 |Digital Twins
Integrating Ai And Dts: Challenges And Opportunities In GTGV [11]
11 |Railway Maintenance Application And Beyond Literature
Revolutionising Government Services Through Digital Qrey [12]
12 [Twins: Unleashing Innovation And Efficiency Literature
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The Importance Of Digital Twins For Telecommunications Qrey [13]
13 |And Utilities Literature
The Digital Twin Revolution | How Businesses Are Using | 'Y [14]
14 |Virtual Models To Optimize Their Operations Literature
Grey [15]
15 |Enhancing Power Infrastructure With Digital Twins Literature
News & Events Blogs Digital Twin Showcase: What Is A Grey [16]
Digital Twin? Digital Twin Showcase: What Is A Digital Literature
16 [Twin?
Access To Essential Services: Key Challenges For The Qrey [17]
17 |Most Vulnerable — Report Literature
Discover The Alternative Barcelona, Europe’s First Digital Qrey [18]
18 |Twin Literature
Grey [19]
19 | The Benefits Of A City Digital Twin Literature
Industrial Transforming Industrial lot With Digital Twin Grey [20]
20 |Integration Literature
Suez And Samp Improve The Resilience Of Water Qrey [21]
21 |Infrastructure Literature
Grey [22]
22 |The Digital Twin In The Network And Electricity Industry | Literature
How Singapore Is Future Proofing Its Energy Grid With Qrey [23]
23 |Digital Twins Literature
Pst Clc Mitsui-Soko Is Preparing Digital Twins Of Its Own Grey [24]
Logistics Centres. The Company Will Focus On Literature
24 |Digitalisation And Process Optimisation
A "National Control Tower" Monitoring And Preventing Grey [25]
25 [Collapse Of Essential Services Literature
Grey [26]
Literature

26

Innovate On Mission Critical Resilience
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Gwinnett County Explores Benefits Of Digital Twins At Grey [27]

27 |Pump Station Literature
Disaster-Resilient Infrastructure: The Benefits Of Cgi G_rey [28]

28 |Digital Twins Literature
New Digital Twin Consortium Working Group Targets Qrey [29]

29 | Telecommunications Literature
Grey [30]

30 [Digital Advancements In Water Literature
The Digitalization Behind Australia’s $140b Critical Grey [31]

31 |Infrastructure Spend Literature
How A Digital Twin Helped To Modernise Brazil’s Qrey [32]

32 |Sanitation System Literature
Grey [33]

33 |Digital Solutions For Indonesia’s Ageing Energy Assets | Literature

Data extraction, analysis, and synthesis

We constructed a well-defined classification framework to extract and classify relevant
information from the primary studies. During the extraction phase, we gathered
additional relevant information that the classification framework did not initially capture.
This additional information prompted us to refine the framework, and we re-analyzed the
primary studies according to the updated framework. We analysed and synthesised the
extracted data using the grounded theory method. We performed vertical analysis to
uncover information for each category within the classification framework. Each primary
study was analysed individually to classify its features according to the framework.

Expert interviews
We conducted online, semi-structured, in-depth interviews to validate and discuss the
main findings of our analyses. Semi-structured interviews were chosen to minimise
threats to conclusion validity and to gather more qualitative insights. Experts were
selected based on their reputation and their experience with DTs and essential services.
The pool of experts included:
e An expert in next-generation architecture in telecommunications systems from a
multinational networking and telecommunications company.
e A senior advisor responsible for the Al initiative of a multinational conglomerate
operating in Sweden.
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e An associate professor focusing on the maintenance and management of critical
infrastructure at a technological university ranked among the top 20 in Europe
and the top 100 in the world.

Prior to the interviews, each participant received an interview preparation sheet outlining
the main focus, expected duration, and privacy and confidentiality measures. The
interviews were conducted online via Microsoft Teams.

b. Potential of DTs in Civil Protection and Crisis Preparedness

The integration of DTs in civil protection and crisis preparedness has been increasingly
recognized for its potential to enhance emergency response mechanisms and
community resilience. Studies [42] have demonstrated that DTs, by creating high-fidelity,
real-time simulations of physical systems and infrastructures, provide powerful tools for
detailed scenario planning and decision-making support during emergencies. These
digital replicas enable precise modelling of crisis scenarios, such as natural disasters
and infrastructure breakdowns, facilitating responses and strategic resource allocation.
The capability of DTs to incorporate live data feeds from sensors and Internet of Things
(IoT) devices ensures that simulations are both accurate and reflective of current
conditions, a critical feature during unfolding crises. This real-time situational awareness
aids in pinpointing vulnerable infrastructure and populations, significantly enhancing the
efficacy of emergency operations. Moreover, the interoperability feature of DTs
highlights their utility in bridging communication gaps between various stakeholders in
crisis management, including governmental bodies, emergency services, and
non-governmental organisations. The holistic overview provided by DTs not only
streamlines response efforts, but also plays a vital role in post-crisis analysis and future
preparedness planning, contributing to long-term societal resilience and safety
enhancement.

10
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2. Understanding Digital Twins
In this section, we explore the concept of DTs, starting with definitions to establish a
clear understanding of what DTs are. We then differentiate DTs from related concepts
such as models and simulations, highlighting the unique characteristics and advantages
of DTs. Finally, we examine the crucial role of real-time data integration in enhancing the
functionality and effectiveness of DTs.

a. Whatis aDT?

Table 2 presents 21 different definitions for DTs collected from primary studies,
illustrating the challenge of arriving at a unified definition. Commonalities across these
definitions include the depiction of DTs as models of physical assets, processes, or
systems, with real-time data integration being a key feature. However, differences are
evident in the specifics, such as the scope of application, the type of data integration,
and the focus on certain industries or functionalities. For instance, while some
definitions emphasise DTs in manufacturing and Industry 4.0 (e.g., Lampropoulos et al.),
others highlight their role in infrastructure and power systems (e.g., Nandhakumar).

Authors / Definition Year
Ref

Rios et al. [1] | DTs are virtual models that reflect the running system's status | 2023
and situational awareness, enabling system simulations and
interconnections.

Sousa etal. | DTs refer to an integrated system that uses available physical | 2021
4] models, sensor updates and other assets to mirror the
behaviour of its corresponding flying twin. DTs are accurate
virtual models of physical objects or processes, offering a
faithful environment for security analysis or evaluation of
potential mitigation strategies in the face of specific situations .

Mathur [5] A DT is a virtual system designed to reproduce the operation of | 2023
a physical object.

Lampropoulo | Integral to Industry 4.0, transforming traditional manufacturing | 2022
setal [7] into smart manufacturing by bridging the physical and virtual
worlds, and addressing the new challenges posed by the
digitalized and interconnected nature of Industry 4.0.

Schauer et DTs are virtual representations of real-world assets (physical | 2022
al. [2] objects).

11
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Ammar et al.

[10]

DTs are digital representation of an actual physical asset or
system of assets (i.e., existing or to-exist asset/or system of
assets) connected bi-directionally through geometric and
semantic data integrated with layers of spatial data of the
surrounding environment, and linked with real-time data.

2023

Dirnfeld et al.
[11]

A DT is an accurate model of a physical entity that is kept alive
at run-time and updated with real-time data collected from
monitoring devices.

2023

Nandhakum
ar[12]

DTs are innovative concepts involving the creation of virtual
replicas of real-world systems, processes, and objects.

2023

Sharp [13]

Digital models that represent physical objects, initially
developed for high-value assets like rockets and aircraft
engines to enhance collaboration in testing, evaluation, and
development.

2022

Kadia [14]

DTs are virtual representations of physical assets, processes,
or systems designed to accurately mirror real-world
counterparts.

2023

Nandhakum
ar [15]

DTs are virtual replicas that can monitor, replicate, and provide
insights into power generation and distribution systems,
offering a pathway to maximising efficiency, optimising
maintenance, and enhancing the resilience of critical
infrastructure.

2023

Westcoft
Space
Cluster [16]

DTs are virtual representations of real-world physical
counterparts, which include systems, buildings, networks, or
even the globe, characterised through the digital coupling of
real-time data. They are used to monitor the state of critical
components, simulate changes within systems, and test
potential scenarios in a virtual environment to find optimal
solutions without altering the physical counterpart.

2023

Vroc [19]

A DT is characterised as a digital replica of the built
environment designed to model and simulate outcomes for
better decision-making. This replica is dynamic, evolving, and
updates in near-real time to reflect changes.

Jagdale [20]

DTs are digital replicas of physical systems, assets, or

2022

12
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processes in the industrial context, enhancing efficiency by
allowing for safe experimentation and optimization without
risking real systems.

Ana [21]

DTs are virtual models of real assets to enhance
understanding, optimise maintenance, and operations.

2023

VDE ETG
[22]

DTs are virtual representations of real objects, including
systems and processes, used to enhance understanding,
optimise maintenance, operations, and safety without
impacting the physical counterparts. They are distinct for their
coupling to the real object via digital communication, covering
multiple domains, and providing high-fidelity reflections

2023

Nolan [23]

DTs are virtual representation of the physical network,
designed to monitor the grid’s components and assess the
impact of new energy sources and additional electricity loads.

urbanCGl/
[28]

DTs are realistic virtual simulation models that revolutionise
planning, development, and maintenance of disaster-resilient
infrastructure.

Eliot [30]

DTs are virtual representations of physical assets, processes,
or systems. These virtual models are continuously updated with
data from various sources, such as SCADA systems and
sensors, to provide real-time insights.

2021

SAP [31]

DTs are centralised data hubs for collaboration across project
lifespans. They integrate information from various applications
to support decision-making.

2021

Thomas [33]

DTs are solutions for enabling the collection of data remotely
and providing actionable information from multiple formats and
sources.

2023

Table 2. Definitions of DT

b. How DTs Differ from Related Concepts
The distinctive capabilities of DTs set them apart from traditional, e.g., models and

simulations,

advantages, operational benefits, and strategic utility.

categorising their advantages into three main areas: technical

13
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The primary studies reveal that technical advantages of DTs include advanced
technological features such as real-time data integration, high fidelity, and advanced
interconnectivity with IoT systems. These features allow DTs to deliver dynamic and
highly accurate representations of physical assets, offering a level of detail and
functionality that surpasses that of conventional static models and simulations. Key
aspects of this domain include predictive capabilities [1], configurability [2], accessibility
[2], completeness [2], plugin integration [2], and multiple modes of operation [2].

Furthermore, the operational benefits of DTs extend to tangible improvements in daily
operations. DTs enhance decision-making processes by providing real-time insights,
support predictive maintenance to prevent equipment downtime, and enable the safe
and cost-effective simulation and testing of operations. These capabilities not only
improve efficiency but also reduce operational risks and costs. Subcategories are
intelligent manufacturing and decision-making advancement [7, 8], data management,
and decision-making advancement [10].

Lastly, the strategic utility of DTs underscores their value in facilitating comprehensive
risk analysis and enabling innovation. By providing safe testing environments and
supporting complex decision-making processes, DTs help organisations to strategize
and adapt to future challenges more effectively. This strategic aspect is crucial for
long-term planning and sustainability, ensuring that organisations remain resilient and
competitive in rapidly changing environments. This category encompasses complexity
in integration [19], broad overview [25], and safe implementation and upgrades [20].

c. The Role of Real-time Data Integration
The integration of real-time data is a foundational aspect of DTs, playing a pivotal role in
enhancing their functionality across three primary domains: operational integrity and
awareness, technological innovation and efficiency, and strategic planning and
resilience. Each of these categories serves distinct purposes and collectively they
enhance the overall efficacy and utility of DTs.

Real-time data integration is instrumental in maintaining the operational integrity and
situational awareness of systems managed by DTs. By enabling continuous
monitoring of system performance and health, DTs facilitate immediate responses to
changes or anomalies detected within the system. This capability ensures that
operations are not only reliable but also that decision-makers are consistently
well-informed about the current state of the system. In environments where conditions
can change rapidly—such as manufacturing floors or critical infrastructure facilities—this
real-time awareness is crucial for preventing failures and optimising performance. An
example of this is seen in the use of DTs for analysing urban environments, such as the

14
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15-minute city concept, where real-time and historical data integration supports urban
planning and environmental management [18]. This approach not only helps in city
management but also in logistical optimizations, such as the integration of real-time
data for effective supply chain management, Key aspects of this category include
situational awareness [1], accuracy and currency [15, 30], continuous monitoring [20,
21, 23, 31], and city management [19].

In the technological innovation and efficiency category, real-time data integration
drives significant enhancements in system efficiency and fosters technological
innovation. By leveraging the latest in sensor technology and data analytics, DTs can
process and analyse data instantly to optimise operations and even initiate autonomous
actions. This immediacy can lead to innovations in system design and operation, as the
insights gained from real-time data help identify inefficiencies and potential
improvements. The result is not only more agile and cost-effective operations but also
the advancement of system capabilities, which can keep organisations competitive in
rapidly evolving industries. The ELEGANT project exemplifies how DTs can be utilised
creating high fidelity replicas of Programmable Logic Controllers (PLCs), incorporating
scalable and efficient data collection processes. Included subcategories are high fidelity
replicas [4], digitalization of infrastructure [6, 10, 11], utility and energy management
[23], comprehensive asset management [33].

Real-time data integration supports strategic planning and boosts organisational
resilience. DTs provide a dynamic and accurate picture of an organisation’s operations,
which is crucial for forecasting and preparing for potential disruptions. By understanding
current conditions and predicting future scenarios, organisations can craft strategic
plans that are both robust and flexible. This foresight allows for preemptive actions to
mitigate risks, ensuring continuity of operations during adverse events and facilitating
quick recovery. Ultimately, this capability supports long-term sustainability and
adaptability, empowering organisations to navigate an increasingly complex and
unpredictable global landscape. For instance, the utilisation of DTs in the
telecommunications sector [29] showcases how predictive analytics derived from
real-time data can enhance strategic decision-making and operational resilience.
Furthermore, the integration with systems like CMMS, SCADA, and CCTV exemplifies
how DTs provide a unified view of asset states, significantly boosting emergency
planning and asset management efficiency. This domain encompasses the foundation
for DTs [11], logistical optimization [25], disaster scenario simulation [28],
telecommunications [29], operational and emergency planning [30].

15
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Real-time Data Integration Techniques
The integration of real-time data within DTs is pivotal for optimising operations in various
industries, and it is systematically categorised into three main areas: standardisation
and interoperability, integration of cutting-edge technologies, and visualisation
and simulation technologies.

Real-time data integration demands a foundational layer of standardisation and
interoperability to function effectively. By establishing standardised protocols and
formats, systems ensure seamless communication and data exchange between diverse
technological components [10]. This uniformity is crucial for interoperability, which
facilitates the efficient and effective integration of various systems and devices. Such
integration is not just beneficial but essential for maintaining coherent system
functionality across an organisation’s technological infrastructure. It supports the
harmonious operation of disparate systems, allowing for a more comprehensive
approach to real-time data handling.

The integration of cutting-edge technologies category emphasises the incorporation
of modern advancements in technology to enhance the capabilities of DTs [10]. This
includes the deployment of loT devices, cloud computing solutions, and artificial
intelligence algorithms, all of which are instrumental in collecting, processing, and
analysing data in real time. The use of these technologies enables systems to be more
dynamic and responsive, adjusting quickly to new information and maintaining
operational efficiency. This responsiveness is critical for industries that require rapid
adaptability to changing conditions, such as manufacturing, logistics, and healthcare.

Lastly, visualisation and simulation technologies play a crucial role in leveraging
real-time data to create detailed and actionable digital representations [28, 33]. These
technologies enhance the ability to visualise complex datasets and simulate various
operational scenarios, greatly aiding in decision-making processes. Stakeholders can
use these tools to foresee the outcomes of different operational strategies and make
informed decisions that mitigate risks and optimise performance. The power to simulate
scenarios in real-time using accurate, up-to-date data is invaluable for planning and can
significantly impact the strategic direction of projects and operations.

Real-time Data Integration Benefits

The integration of real-time data has become a transformative force across various
organisational functions, significantly enhancing the efficiency and strategic depth of
operations. The benefits of this integration are profound and can be categorised into
three main areas: operational and process enhancements, strategic decision
support, and planning and infrastructure development.

16
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Operational and process enhancements: real-time data integration profoundly
impacts daily operations and processes, significantly enhancing operational efficiency,
accuracy, and responsiveness. This integration enables faster decision-making, reduces
errors, and increases productivity through automation and immediate data access. Such
enhancements directly improve the quality and speed of operational tasks, making
business operations more agile and less prone to error. For instance, enhanced
security and the optimization of production processes are achieved through advanced
analytics and proactive monitoring, which are fundamental in identifying potential issues
before they escalate. This capability allows organisations to preemptively address
security vulnerabilities and streamline production processes, leading to more secure
and efficient operations [4, 25]. Specific benefits in this category include enhanced
security [4, 25], optimization of production processes [4], decision-making and
operational efficiency [6, 16, 25], early issue identification [23], safe experimentation
and maintenance [20], and energy industry optimization [33].

Strategic decision support: in the domain of strategic decision-making, real-time data
integration plays a pivotal role by providing executives and managers with
up-to-the-minute data to support informed, data-driven decisions. Examples of these are
so-called what-if analyses [10]. This access to real-time information allows for better risk
management, opportunity identification, and resource allocation, offering a
comprehensive and current view of business operations and market conditions. The
ability to integrate and analyse real-time data ensures that decisions are not only
reactive but also proactive, anticipating changes and adapting strategies accordingly
[25]. Subcategories under this umbrella include performance management through
simulations [10], predictive insights for resource optimization [15], embedding insights
for decision-making [16], and enhanced decision-making in various contexts [25].

Planning and infrastructure development: real-time data integration is also
instrumental in planning and developing infrastructure. By leveraging real-time insights,
organisations can anticipate future needs more accurately, optimise the use of
resources, and plan infrastructure projects with greater precision. An example is the
informed decision-making for urban development and the identification of effective
locations for new facilities [18]. This foresight contributes to improved scalability,
sustainability, and adaptability of infrastructure, ensuring that development projects are
efficient, effective, and capable of meeting both current and future demands. Critical
areas within this category include informed urban planning [18], infrastructure resilience
planning [28], and support for renewable energy and advanced systems [31].

17
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3. ldentifying Essential Services for DT Development
Identifying essential services is a critical foundation for DTs development. This section
focuses on different aspects of this process, highlighting the importance of pinpointing
these services, establishing methodologies for their evaluation, examining their societal
impacts, considering their interdependencies, and learning from relevant case studies

a. The Importance of Identifying Essential Services

Identifying essential services for DT development is a complex yet vital process, integral
to enhancing community resilience and operational efficiency across various sectors. To
systematically approach this task, the identification process can be clustered into five
distinct categories, each addressing different aspects of societal functionality and
well-being. These categories are utility management, infrastructure and
transportation services, sector-wide essential services, urban and environmental
systems, and community and societal services.

The utility management category encompasses the management, operation, and
optimization of utility services such as water, electricity, and gas. Effective utility
management is crucial for ensuring the reliable and efficient delivery of these
fundamental services to residential and commercial areas [5, 17]. It includes routine
maintenance, supply chain management, and the implementation of innovative
practices aimed at enhancing service sustainability and reliability. Key components
within this category are water systems management [5, 17, 27, 30] and energy systems
management [5, 15, 17, 22, 23], which focus on ensuring that essential utility
infrastructures are maintained at peak efficiency and are resilient to disruptions.

Focusing on the physical infrastructure and transportation systems, the infrastructure
and transportation services category is vital for supporting societal functioning. It
includes the development, maintenance, and management of critical infrastructure such
as roads [6], bridges [6], rail systems [11], and public transit facilities [17], all essential
for enabling movement and connectivity. Effective management of these services
ensures they meet current demands and are equipped for future needs, encompassing
transport infrastructure [3, 6, 11, 17], telecommunication infrastructure, and ICT and
network management.

The sector-wide essential services category covers a broad range of essential
services across various economic sectors, including healthcare [25], education [25], and
emergency response. These services are pivotal for maintaining public health, safety,
and welfare, underpinning societal stability. Coordination across these services ensures
widespread accessibility and efficacy, vital for the societal good [3, 14]. Included are

18
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industrial and manufacturing services [3, 14, 16, 20], healthcare and public services
[25], and logistics and transportation [16, 24].

Addressing urban planning and environmental management, the urban and
environmental systems category plays a crucial role in creating sustainable urban
spaces while managing environmental impacts. Services here contribute to sustainable
development, conservation efforts, and enhancing urban life quality. This category
includes urban development and planning [3, 18, 28], and environmental monitoring and
management [21], focusing on strategic growth and ecological stewardship.

Focusing on enhancing community well-being and supporting social cohesion, the
community and societal services category includes services that impact the social
fabric of communities. It covers social welfare programs, community development
initiatives, and cultural, social, and recreational activities designed to foster social
inclusion, support vulnerable populations, and enhance community engagement. Key
aspects include health and welfare services [25], and community development and
engagement.

b. Methodology for Evaluation of Essential Services
The methodology for evaluating essential services is a crucial aspect of ensuring their

efficiency, resilience, and adaptability. This comprehensive framework is divided into
four main categories: risk evaluation and management, data-driven decision
making, urban and infrastructure planning, and optimization and monitoring.

The risk evaluation and management category focuses on identifying, assessing, and
mitigating risks associated with essential services. Utilising risk assessments [1, 8],
threat modelling, and contingency planning [2, 30] are key activities that help ensure
continuity and security of services. By preparing for potential disruptions and effectively
managing unforeseen events, this approach aims to minimise their impact on essential
services. This category includes critical elements such as risk quantification and
assessment [1, 8], risk management process [2, 30], and cybersecurity and digital twin
utilisation [9], which facilitate comprehensive risk management strategies tailored to the
unique vulnerabilities of essential services.

Highlighting the importance of data in informed decision-making, the data-driven
decision making category emphasises leveraging data analytics and information
systems to enhance service management. It involves the meticulous gathering,
processing, and analysing of data from various sources to make informed decisions that
improve the effectiveness and efficiency of essential services. Key processes include
participatory observation [3], and innovative solutions in data management [4], which
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enhance transparency and accountability, and transportation asset management (TAM)
[10], which optimises transportation infrastructure and operations.

Referring to the systematic development of urban spaces and infrastructure, the urban
and infrastructure planning category ensures sustainable growth and an improved
quality of life. It encompasses land use planning, transportation planning, and the
strategic development of infrastructure to support robust urban environments. These
plans are critical for meeting current and anticipated future demands on essential
services. Sub-categories like socio-economic impact assessment [17, 18], city systems
management [19], and grid and infrastructure resilience [23, 25, 27, 28] help in creating
cohesive and resilient urban plans that accommodate a wide range of services and
demographic needs.

The optimization and monitoring category involves the continuous improvement and
rigorous monitoring of essential services to guarantee optimal performance.
Implementing performance metrics, quality control measures, and technological
enhancements are integral to this process, ensuring that services operate at peak
efficiency. Regular reviews, updates, and adaptations to meet evolving needs are part of
maintenance and operational optimization [13, 27], simulation, evaluation and
performance monitoring [15, 20, 30] processes. This approach not only streamlines
operations but also proactively addresses inefficiencies, fostering a culture of continual
improvement and responsiveness.

c. Societal Impact
The societal impact of DTs into essential services can be profound, affecting various
aspects of community life. This impact is typically categorised into three main areas:
resilience and security, quality of life and sustainability, and equitable and
informed access.

The resilience and security category emphasises the strengthening of communities
and systems to withstand and efficiently recover from adverse conditions, whether they
result from environmental, economic, or social factors. It includes measures designed to
enhance security against various threats and to increase the resilience of both
infrastructure and social systems. The overarching goal is to ensure stability and safety
for individuals and communities, enabling them to recover swiftly and effectively after
disruptions. Key elements within this category include infrastructure resilience [15, 21,
23, 30], which focuses on making physical and digital infrastructures robust against
disruptions; community safety and security [2, 4, 25, 26, 28], which aims to protect
communities from harm; and supply reliability [30, 23], ensuring the consistent
availability of essential goods and services.
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The quality of life and sustainability category deals with efforts to enhance the
general well-being of individuals within communities through sustainable practices. It
considers the environmental, economic, and social dimensions contributing to a higher
quality of life. Initiatives under this category are geared towards preserving natural
resources, promoting green technologies, and ensuring that economic development is
sustainable and doesn’t sacrifice environmental health or social equity. The focus here
is on creating long-term, sustainable solutions that enhance the well-being of both
current and future generations. This includes community well-being [3, 12], focusing on
the health and happiness of community members; sustainable urban development [12,
31], which integrates sustainable practices into urban planning and development; and
decision-making for sustainability [19], ensuring that all community decisions prioritise
sustainable outcomes.

The equitable and informed access category underscores the importance of ensuring
that all community members have fair and informed access to essential services and
resources. It involves implementing systems and policies that make sure services such
as healthcare, education, and information are accessible to everyone, regardless of
socioeconomic status. The aim is to reduce disparities and eliminate barriers that
prevent equitable access, promoting inclusivity and fairness within the community. This
includes understanding and mitigating threats [8, 17], which involves identifying and
addressing potential risks that could impact equitable access; equitable access,
ensuring all community members have the same opportunities to services; and societal
upliftment, focusing on improving the social and economic conditions of underserved
populations.

d. Interdependence Considerations
The considerations surrounding interdependencies within critical infrastructures are
crucial for ensuring systemic resilience and operational continuity. The approach to
managing these interdependencies can be organised into three distinct categories:
critical infrastructure interactions, integrated planning and management, and
technological enhancements for resilience.

The critical infrastructure interactions category addresses the intricate web of
dependencies and connections among various critical infrastructure sectors such as
energy, water, transportation, and telecommunications. It emphasises the need to
understand how these systems are interlinked and the potential cascading effects that
could arise if one sector experiences a failure or disruption. The goal is to manage
these interactions meticulously to prevent widespread disruptions and to optimise
cooperative strategies that enhance mutual resilience across all sectors. Key aspects
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include the propagation of disruptions [1, 2], which looks at how issues in one sector
can affect others; cyber-physical attack scenarios [1, 2], which assess the impact of
targeted attacks [25] on interconnected systems; and integrated alert systems [25],
which facilitate rapid response and communication across sectors during emergencies.

The integrated planning and management category involves the synchronised
planning and management of interdependent services and infrastructures, aiming to
enhance overall system functionality and efficiency. It stresses the importance of
integrating various planning processes and adopting comprehensive management
approaches that consider the interconnected nature of urban and infrastructure
systems. The objective is to ensure that efforts across different sectors and
scales—from local to national—are well-coordinated, making all elements of
infrastructure work cohesively to support societal needs. This includes comprehensive
urban and resource management [12, 30], which integrates resource allocation and
urban planning; holistic urban planning using digital twins [16], which uses advanced
modelling to plan urban developments; and disaster preparedness and response [12,
23, 30], ensuring readiness and effective response to emergencies.

Focusing on the role of cutting-edge technologies in fortifying the resilience of
interconnected systems, the category technological enhancements for resilience
highlights the adoption of innovative tools such as digital twins, IoT, Al, and machine
learning. These technologies are instrumental in predicting, monitoring, and managing
the dynamics of complex, interdependent systems. They provide critical capabilities
such as real-time data access, predictive analytics, and automated responses that can
adapt to evolving scenarios, thus enhancing the ability to respond to and recover from
disruptions. specific elements include advanced disaster response technologies [23],
which improve the effectiveness of emergency responses; sustainable infrastructure
development [24], which focuses on long-term resilience and sustainability; logistics and
system efficiency [28], optimising logistics through advanced technological integration;
and digital twin integration for system interconnectivity [28], which uses digital twins to
simulate and analyse interdependencies.

e. Case Studies Demonstrating DT Applications in Essential Services
Case studies demonstrating the application of DTs in essential services provide
valuable insights into the practical implications and benefits of DT technology across
diverse sectors. These case studies are categorised into six distinct areas.

The security and risk management category focuses on the application of strategies

and technologies to protect systems and infrastructure from security threats and risks
[2]. The case studies under this category demonstrates how organisations implement
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and manage security measures, assess risks, and ensure compliance with regulatory
standards. It includes examples of how proactive risk management and security
protocols safeguard assets and information in various sectors.

The infrastructure and urban development category covers case studies related to
the development, management, and enhancement of urban and infrastructure projects
[3]. It showcases examples of how planning and engineering innovations are applied to
build resilient and sustainable urban spaces, improve transportation networks, and
enhance public amenities to support growing urban populations.

The energy management and sustainability category includes case studies that
illustrate how organisations manage energy resources efficiently and implement
sustainable practices [3, 15]. It highlights initiatives aimed at reducing energy
consumption, integrating renewable energy sources, and promoting sustainability within
the energy sector to meet environmental targets and reduce carbon footprints.

The digital twin implementation for planning and monitoring category focuses on
case studies that detail the implementation and use of digital twins in various industries
for planning, monitoring, and optimising operations [16, 18, 32]. It demonstrates how
digital replicas of physical systems or environments are used to simulate, predict, and
analyse data in real-time, enhancing decision-making and operational efficiency.

The industrial optimization category includes case studies showing how technological
innovations and management practices optimise industrial processes [24]. It features
examples of how industries enhance productivity, improve quality control, and reduce
costs through the integration of advanced technologies such as automation, Al, and loT
within their operational frameworks.

The large-scale energy infrastructure management category involves case studies
that focus on the management of large-scale energy infrastructure projects, including
power generation, transmission, and distribution systems [15]. It explores the strategies
used to ensure the reliability, efficiency, and sustainability of energy infrastructures,
highlighting how these systems are managed to meet both current and future energy
demands efficiently.
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4. Assessing Safety-Critical Data Requirements.
A safety-critical system is a system whose failure may cause catastrophic
consequences in terms of threatening human life, damaging important assets, and
harming the environment. Thus, securing and managing data used by such systems is
extremely important.

a. The Significance of Safety-Critical Data.
The actions required to assess safety-critical data can be categorised into: real-time

monitoring and management, threat detection and impact analysis, and data
security and privacy.

The real-time monitoring and management category focuses on the continuous
oversight and control of systems and processes using real-time data [1,2]. It involves
the deployment of technologies and methodologies that enable instant data acquisition,
processing, and response to maintain operational integrity and prevent incidents. This
real-time capability is crucial for systems where safety is paramount, as it allows for
immediate corrective actions in response to any anomalous conditions or potential
threats. Key components in this category are continuous performance monitoring [1]
and threat monitoring [2].

The second category is threat detection and impact analysis, which covers the
methods and technologies used to identify potential threats to safety-critical systems
and analyse the possible impacts of these threats [2, 4]. It includes the use of advanced
analytics, predictive modelling, and scenario simulation to understand how different
types of threats could affect system stability and safety. The focus is on preemptively
identifying vulnerabilities and assessing risk levels to mitigate potential damages
effectively. Key components in this category are comprehensive threat detection [2], and
specific threat analysis [4].

Finally, the data security and privacy category emphasises the protection of critical
data against unauthorised access, use, or exposure [7, 8]. It includes strategies and
technologies for securing data at rest, in transit, and during processing to ensure
confidentiality, integrity, and availability. The category also addresses compliance with
privacy laws and regulations, highlighting the importance of safeguarding sensitive
information, particularly in environments where data breaches could lead to safety
hazards or significant operational disruptions. Key components are data protection,
privacy and safety measures [7, 8], and digital twin security [22].

b. Safety-critical data assessment strategies

Defining strategies for assessing data for safety critical systems is crucial for safety
assessment in general aiming to minimise the impact of faults and failure in such
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systems. From the literature explored in this project, the following strategies have been
identified: advanced threat simulation and resilience assessment, threat dynamics
and propagation analysis, and anomaly detection and machine learning
applications.

The advanced threat simulation and resilience assessment category focuses on the
use of simulation tools and methodologies to model potential threats and assess the
resilience of systems against such threats [1]. It involves creating detailed scenarios to
predict how systems would behave under various adverse conditions and identifying
potential weaknesses that could compromise safety. This strategic assessment helps
organisations to reinforce their systems, develop robust recovery plans, and enhance
their overall resilience. Key components involve simulation tools and impact modelling
[1], real-time resilience metrics [1].

The threat dynamics and propagation analysis category pertains to the study and
analysis of how threats can evolve and spread within and between systems [2]. It
includes the examination of threat behaviours, the conditions that enable threat
escalation, and the potential pathways through which threats can impact multiple
components of a system. Understanding these dynamics is crucial for developing
effective containment and mitigation strategies that prevent widespread damage.

Finally, the anomaly detection and machine learning applications category covers
the application of machine learning techniques to detect deviations from normal
operations that could indicate security threats or failures in safety-critical systems [4]. It
involves training algorithms on normal behaviour patterns and using these models to
identify anomalies in real-time data streams. This proactive approach allows for the
early detection of issues, enabling timely interventions to maintain system safety and
integrity.

c. Data Security, Integrity, and Access Protocols.
Data security technologies and solutions should be able to detect, monitor, and react to

different types of threats at various levels, providing comprehensive protection for data.
In literature the following categories has been used to cover solutions for data security,
integrity and access: threat detection and awareness covering incident detection
systems and situational awareness systems, adaptive security measures focusing on
autonomous security adaptation systems, technological implementations for
security and comprehensive cybersecurity strategies including system-wide
cybersecurity protocols.

The threat detection and awareness category emphasises the methods and
technologies used to identify and monitor potential security threats [1,2]. It includes the
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implementation of systems that continuously scan for unusual activities or vulnerabilities
within data networks and systems. The focus is on maintaining a high level of vigilance
through real-time monitoring and alerting mechanisms to ensure that threats are
recognized and addressed promptly.

The adaptive security measures category covers security strategies and solutions that
adapt in response to changing threat landscapes and system vulnerabilities [1]. It
includes the use of dynamic security protocols that can adjust based on the behaviour
of users and the network environment. Adaptive measures ensure that security systems
remain effective even as new threats emerge and as the organisation’s digital
infrastructure evolves.

The technological implementations for security category refers to the specific
technologies deployed to enhance the security of data systems [11]. It includes the
integration of advanced encryption, firewall systems, intrusion detection systems, and
other cybersecurity technologies designed to protect data integrity and confidentiality.
These technological tools play a critical role in defending against external attacks and
preventing data breaches.

The comprehensive cybersecurity strategies category involves the development and
implementation of overarching cybersecurity strategies that encompass the entire
organisation [6, 8, 15]. It includes the establishment of system-wide protocols and
policies that govern data access, user authentication, network security, and incident
response. Comprehensive strategies ensure that all aspects of the organisation’s digital
and physical operations are protected against cyber threats, creating a secure and
resilient infrastructure.
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5. Leveraging DTs for Risk Identification and Mitigation
DT provide efficient solutions to proactive risk management by providing a structured
and data-driven framework for identifying and mitigating potential threats.

a. Risk Identification Techniques
In this section we focus on essential digital twin components including simulation and

analytics, that can be essential for risk identification. Categories identified in the
literature are advanced risk analysis and simulation, surveillance and behavior
analytics, cybersecurity and threat mitigation, and predictive maintenance and
operational resilience.

The advanced risk analysis and simulation category focuses on the use of
sophisticated analytical models and simulation tools to assess and understand potential
risks [1]. It involves creating detailed simulations of scenarios to foresee the outcomes
of various risk factors and their impacts on systems or operations. This method helps
organisations prepare and implement strategies that can effectively mitigate identified
risks before they materialise. Within this category Quantitative risk assessment and
system simulations, and digital twin applications in risk management have been
investigated in the literature.

The surveillance and behavior analytics category pertains to the monitoring and
analysis of behaviours and activities within a system or environment to detect anomalies
or potential security breaches [2]. It uses advanced analytics tools to interpret large
volumes of data, recognizing patterns that might indicate a risk of misconduct or
external threats. This proactive surveillance is crucial for early detection and prompt
response to maintain security and integrity.

The cybersecurity and threat mitigation category includes strategies and
technologies focused on protecting systems from cyber threats and vulnerabilities [4]. It
covers everything from basic protective measures like firewalls and antivirus software to
more sophisticated cybersecurity frameworks that address emerging threats. The goal
is to establish robust defences that prevent unauthorised access, data breaches, and
other forms of cyber attacks.

The predictive maintenance and operational resilience category highlights the use
of predictive analytics and maintenance techniques to anticipate failures and address
them before they cause system downtime [6]. It involves regularly monitoring the
condition of equipment and infrastructure to predict when maintenance should be
performed. This approach not only helps in extending the life of assets but also ensures
operational continuity and resilience by minimising unexpected breakdowns and
optimising maintenance schedules.
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b. Mitigation Strategies
In literature, the following categories of strategies have been identified for leveraging the

strength of DTs for risk management aiming for minimum potential drawbacks:
advanced technological integration in risk management, predictive maintenance
and system optimization, and comprehensive disaster preparedness and
response planning.

The advanced technological integration in risk management category focuses on
the application of cutting-edge technologies to enhance risk management processes [1,
2, 8]. It involves integrating complex systems such as Al, machine learning, big data
analytics, and loT to automate and improve the detection, analysis, and mitigation of
risks. These technologies enable organisations to respond more rapidly and effectively
to potential threats, reducing vulnerability and enhancing overall security. Aspects
related to security orchestration and automated response [1, 2, 11], and ai-driven
adaptation and response are considered [1, 11].

The predictive maintenance and system optimization category covers the use of
predictive analytics and data-driven approaches to anticipate and address potential
system failures before they occur [6, 15, 20, 23]. Predictive maintenance leverages
historical data and real-time insights to forecast when and where maintenance should
be performed to prevent equipment breakdowns. This proactive approach not only
reduces downtime but also optimises the performance and lifespan of critical systems
and machinery. Activities within this category are continuous monitoring and predictive
maintenance [9, 15], proactive system adaptations [15, 20,23].

The comprehensive disaster preparedness and response planning category
involves the development of thorough plans and protocols to prepare for and respond to
disasters, whether natural or man-made [12, 28, 30]. It includes strategic planning,
resource allocation, training, and simulation exercises designed to ensure that an
organisation can maintain operations during a crisis and recover as quickly as possible
afterward. This comprehensive planning is crucial for minimising the impact of disasters
on operations, assets, and personnel. Within this category, the important aspects are
digital twin-enabled scenario simulation, resilient infrastructure design and testing.
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6. DTs in Systems of Systems (SoS)

Many critical applications and services in society are provided by several systems with
different developers, owners, and operators. These systems collaborate to provide joint
capabilities that they do not possess individually, and yet the individual constituent
systems retain a certain degree of independence. Situations like this are often referred
to as systems of systems (SoS), and they are commonly described through five
characteristics [35, 36]: (1) operational independence of the constituent systems; (2)
managerial independence of the constituent systems; (3) emergent behaviour on the
SoS level; (4) evolutionary development; and (5) geographical distribution. These
characteristics lead to several challenges, where interoperability [37, 38] stands out as
one of the most crucial.

DTs are relevant in SoS in several ways. The operators of each individual constituent
system can use a DT to improve its operation, and the governance of the SoS can be
enhanced by having a DT of the whole. However, this means that there will be many
DTs used in parallel in the context of the SoS, which raises questions about how to
exchange data between them and synchronise their operation. As shown in a recent
literature review [39] on the use of DTs in SoS, challenges exist related to: (1) the SoS
lifecycle, in particular due to the evolutionary development of the SoS; (2) business
models, especially access to and sharing of data between constituent systems that
might be owned by competing organisations; and (3) architecture, including the
integration and interoperability of digital twins that represent models and data on
different levels of abstraction and for different purposes.

In this section, we will discuss the findings from literature regarding the use of DTs for
societally critical systems that can be regarded as SoS. The first part focuses on
different aspects of relevance to DTs in this setting, and the second part discusses
applications and uses of DT in SoS.

a. Relevance of DTs in Societally Critical Systems of Systems
The discussion in literature on the relevance of SoS to societally critical systems

focuses on four aspects. These aspects are system configuration and operational
adaptability, strategic disruption management and resilience planning,
comprehensive integration and monitoring systems, and advanced data
management and sectoral applications.

The first category, system configuration and operational adaptability, discusses the
adaptability and configuration capabilities of digital twins within complex systems
environments. It highlights how digital twins are used to configure and fine-tune
operations dynamically to meet changing conditions and requirements. This adaptability
is crucial for maintaining operational efficiency and effectiveness in response to internal

29



Jmp
Unversity | )

and external changes. Mathur discusses how to design a flexible architecture of DTs so
that this adaptability can be achieved by means of plug-in software modules, allowing
the same architecture to be used across multiple applications [5]. Lampropoulos and
Siakas investigate the use of DTs in Industry 4.0 (and the similar concept Industrial
Internet of Things, IloT) through an ad hoc literature review [7]. They regard a DT as a
service architecture for cyber-physical systems, and highlight numerous challenges
related to this. Industry 4.0 is relevant to societally critical SoS since many infrastructure
systems use networked process control equipment.

The category strategic disruption management and resilience planning involves
using digital twins to plan and manage potential disruptions strategically. It
encompasses the simulation and testing of various disruption scenarios to better
prepare and implement resilience strategies. By anticipating possible impacts and
planning responses, organisations can mitigate risks and ensure continuity even under
adverse conditions. Rios et al. identify DTs as crucial in managing interconnected critical
infrastructure systems, and present a framework for predicting and managing the impact
of disruptions [1]. Schauer et al. discuss the same topic, but separate physical DTs that
model the physical assets from cyber DTs that monitor the digital control systems [8].
Together, these two types constitute a generic DT of the complete infrastructure, and
this generic DT can be used for risk and resilience management through scenario
simulations. Going beyond individual infrastructures, Sharp discusses the idea that
multiple DTs can be connected on a national level and can then be utilised in, e.g.,
disaster response [13]. Planning for disaster response through DTs is also discussed,
although they primarily view the DT as a graphical simulation model that can be used
for evaluating different designs during urban planning [28].

The role of digital twins in integrating and monitoring various subsystems within a larger
SoS is covered in the category comprehensive integration and monitoring systems.
Digital twins serve as a cohesive platform for real-time data collection, analysis, and
visualisation across different components, ensuring that all parts of the system are
operating harmoniously and efficiently. This comprehensive oversight aids in detecting
and addressing issues before they escalate, enhancing system-wide stability and
performance. Applications include urban and environmental system integration, e.g. in
smart cities [16, 19], to support both operation of city systems as well as urban planning
for further urban development. Other examples are water infrastructure [21], and ICT,
site management, distributed industrial assets, and distributed public infrastructure [26].

The final category related to the relevance of DTs in societal SoS is advanced data

management and sectoral applications. It covers the application of digital twins for
advanced data management in specific sectors such as manufacturing, healthcare, and
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urban planning. Digital twins facilitate the detailed management of sector-specific data,
enabling enhanced decision-making and optimization of processes based on precise
and up-to-date information. This targeted application helps in tailoring solutions to
specific industry challenges, improving productivity and outcomes. Concretely, this can
take the form of a “national control tower”, or a dashboard for supply chains [25], and
further applications can be found in DTs across interconnected water infrastructures
[30].

b. DTs in SoS Application
Turning to the use of DTs in SoS applications, two categories were identified, namely

advanced risk management and cascading impact analysis and enhanced
operational integration and system interoperability.

The first of these, advanced risk management and cascading impact analysis,
focuses on the use of digital twins to conduct sophisticated risk assessments and
analyse the cascading impacts of potential disruptions across interconnected systems.
Digital twins enable the simulation of various scenarios to foresee how issues in one
part of the system can propagate to other parts, thereby aiding in the formulation of
strategies to mitigate such risks effectively. This analytical approach helps organisations
understand complex interdependencies and prepare more robust responses to potential
crises. Rios et al. discuss this in the context of critical infrastructure and cybersecurity
threats [1]. They suggest a framework for propagating information about risks to other
infrastructure operators, to assist with quantitative risk assessments and for incident
reports.

The second category, enhanced operational integration and system
interoperability, highlights the role of digital twins in improving the integration and
interoperability of various constituent systems within an SoS. Digital twins serve as a
unifying framework that allows disparate systems to communicate and function
cohesively. They help synchronise operations across different platforms and
technologies, enhancing overall system efficiency and responsiveness. This integration
is crucial for ensuring that all parts of the system can operate together seamlessly,
optimising performance and facilitating easier management and maintenance. An
example of this is the integration of technical 3D models of the infrastructure with
sensory data [21]. Another example is the case study described by Schauer et al.,
where a complex terrorist attack scenario in an airport is mitigated based on the
situational awareness provided by multiple independent sensory systems [2]. This
response coordination relies heavily on interoperability.
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7. DTs in Societally Critical Applications
There are many examples in literature of actual or suggested use for DTs in societally
critical applications and crisis infrastructure. In this section, the findings are presented,
starting with a survey of the different societal sectors where DTs may be introduced, and
then looking into how DTs can enhance societal resilience.

a. Examining DT Applications in Critical Domains
In the literature, four main domains have been identified where DTs could be used.

These are infrastructure and utility management, public health and urban
sustainability, industrial and sectoral operations, and communications and
energy systems.

The category of infrastructure and utility management encompasses the
management, operation, and optimization of essential infrastructure and utilities such as
water, electricity, and transportation systems. It involves ensuring these services are
reliable, efficient, and capable of meeting both current and future demands. Effective
infrastructure and utility management includes the maintenance and upgrade of physical
structures, as well as the integration of smart technologies to improve service delivery
and resilience. These technologies are essentially the same across application
domains, and include supervisory control and data acquisition (SCADA) systems that
rely on a computer network for the management of the infrastructure [4]. However,
although these systems can greatly improve the operation of the infrastructure, it also
introduces cybersecurity vulnerabilities, which becomes a major challenge also for DTs
[1, 4, 5].

The category public health and urban sustainability focuses on enhancing public
health and promoting sustainability within urban environments. It includes initiatives
aimed at improving environmental health, reducing pollution, and ensuring that urban
development is sustainable and beneficial to public welfare. Efforts in this category often
involve integrating green spaces, managing waste, and implementing health policies
that support a high quality of life for all residents. Key areas are urban planning,
including mobility and energy [3], environmental monitoring [18], public engagement and
sustainability [19], as well as emergency preparedness during infrastructure
development [28]. Another sector is freshwater and wastewater management [21, 27,
30] In all these cases, integration of 3D models from building information models (BIM)
or geographical information systems (GIS) is essential in the DT.

The category industrial and sectoral operations covers the management and
optimization of operations within specific industrial sectors such as manufacturing,
agriculture, and logistics. It focuses on improving production efficiency, product quality,
and operational safety through the adoption of advanced technologies and process
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innovations. Industrial and sectoral operations require precise management strategies
to cope with the complexities of modern supply chains and production processes.
Manufacturing and process industries are among the most mature when it comes to
usage of digital twins, and this is also reflected in the literature, with examples in the
scholarly sources from Industry 4.0 [7] and industrial networks [9], both emphasising
cybersecurity concerns. Industrial applications are also mentioned in the grey literature
[16, 20, 26]. Other sectors where DTs have been applied include rail and road
infrastructure [6], logistics and warehousing operation [24], transportation [20] and
agriculture [16]. Although not all industries are societally critical, the issues and
challenges of achieving efficient and resilient production are shared with those that are,
such as pharmaceutical and food industries.

The final application domain is communications and energy systems. It deals with
the development and management of communications and energy infrastructure, which
are critical foundations for the functioning of contemporary societies. It includes the
implementation of cutting-edge solutions for energy generation, distribution, and
conservation, as well as the deployment of robust communication networks that support
data transfer and connectivity. The focus is on ensuring these systems are resilient,
capable of meeting increasing demands, and adaptable to future technological
advancements. Although some of the scholarly sources mention these sectors as
potential applications, the majority of the sources on energy production and distribution
[13, 15, 20, 31, 33] and communications infrastructure [13, 26,29, 31] come from the
grey literature.

b. Enhancing Societal Resilience Through DTs
After this overview of societal sectors where DTs have been, or could be, applied, we

will now turn to the question of how DTs can improve resilience in society. Three
aspects of this were discovered, namely advanced technological resilience,
infrastructure and operational resilience, and societal resilience and community
support.

The category advanced technological resilience highlights the use of cutting-edge
technology to enhance the resilience of systems and organisations. It involves the
implementation of sophisticated software, hardware, and methodologies that predict,
detect, and manage potential disruptions or threats effectively. Advanced technological
resilience encompasses aspects such as enhancing cybersecurity [4, 5, 9], providing
Al-driven predictive analytics and real-time insights for decision support and predictive
maintenance [6, 7, 19, 20], and the use of digital twins to simulate and mitigate risks
before they impact operations [30].
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The strengthening of the physical and operational aspects of infrastructure to withstand
and recover from adverse events is covered in the category infrastructure and
operational resilience. It includes enhancing the durability and flexibility of physical
structures, as well as optimising operational processes to ensure they can continue
under various types of stress. Infrastructure and operational resilience is crucial for
maintaining continuity in essential services such as utilities, transportation, and public
facilities during and after a crisis. From the literature, this appears to be one of the main
motivations of considering DTs, and a large number of grey literature sources mention
infrastructure resilience aspects [21, 23, 24, 26, 27, 29, 30, 31, 33], including those
leading to national crisis management and calling for recovery efforts [25]. To some
extent, there is also a connection to general operational efficiency and decision making
[13, 16, 20], and using DTs to facilitate investigations into the consequences of incidents
across domains [8]. Beyond the infrastructure, some sources consider the sustainability
of communities [3] and the environment in general [16].

The final category is societal resilience and community support, which addresses
the measures and strategies implemented to bolster the resilience of communities and
societies at large. It encompasses initiatives aimed at supporting social cohesion, public
health, economic stability, and overall well-being in the face of challenges. Societal
resilience and community support focus on creating supportive networks, providing
critical resources, and fostering inclusive policies that empower individuals and
communities to thrive despite adversities. The use of DTs can raise public engagement,
by providing visualisations of prospective new developments, or through personalised
information systems for residents and tourists [19]. In this way, DTs can improve urban
living quality and sustainability [3]. At the same time, it must be ensured that also
vulnerable groups are considered to make the digital twin transition in society fair and
inclusive [17].
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8. The Synergy Between DTs and Artificial Intelligence/Machine Learning

The integration of Al and ML into various sectors is reshaping how organisations
approach efficiency, security, and operational management. This transformation is
categorised into four distinct areas: advanced defensive Al strategies, Al-driven
security measures, Al and ML operational analytics, and digital twin technology
advancements. Each category utilises Al and ML in innovative ways to enhance
organisational capabilities and security postures.

The advanced defensive Al strategies category includes defensive Al and adaptive
intelligence techniques designed specifically to enhance system security [1]. Al systems
in this category autonomously detect, analyse, and respond to potential security threats
and anomalies. By using advanced algorithms that learn and adapt from each incident,
these Al strategies significantly enhance the proactive security posture of systems,
helping organisations anticipate and mitigate risks before they result in substantial
damage. The application of these technologies ensures that security measures are
continuously evolving and improving in response to new challenges.

Focusing on the integration of Al to bolster security, this Al-driven security measures
category utilises machine learning models to monitor, detect, and respond to cyber
threats in real-time [4]. Al-driven security measures leverage data analytics to refine the
processes of threat detection, enhance the accuracy of security alerts, and automate
responses to common or repetitive threat scenarios. This application of Al not only
streamlines security protocols but also enhances the overall responsiveness and
effectiveness of security measures within an organisation.

The Al and ML operational analytics category highlights the application of Al and ML
in analysing and optimising operational processes [16]. Al and ML operational analytics
involve the use of predictive models and data-driven insights to improve
decision-making, boost operational efficiency, and forecast future trends or potential
issues. By transforming large volumes of operational data into actionable intelligence,
these technologies play a critical role in driving business improvements and operational
excellence.

The digital twin technology advancements category focuses on the integration of Al
into DTs to enhance their functionality by enabling capabilities such as predictive
analytics, advanced simulation, and decision support [21, 22]. This integration results in
more accurate monitoring, maintenance, and forecasting, thereby improving the
management of complex systems and facilitating innovation across various sectors.
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9. Conclusions and Recommendations
The use of digital twins is increasingly becoming a standard practice in many domains,
such as manufacturing and process industries. The technology is maturing and subject
to standardisation. With increasing use of Al and machine learning, even further
benefits are possible.

The purpose of this report is to establish the currently available knowledge about the
use ot DTs also in sectors critical to societal functioning. The method used is a literature
survey, and since this particular field is in its infancy, both academic sources and
so-called grey literature is included. In this final section of the report, the key findings
are summarised, together with recommendations for stakeholders in general as well as
government agencies and industry in particular. Some possible directions for future
research are also indicated.

a. Summary of Key Findings
Across the literature, several potential benefits of using DTs in sectors of societal

criticality are identified:

e Enhanced crisis preparedness: DTs could significantly improve situational
awareness and crisis management by enabling high-fidelity, real-time simulations
of essential services.

e Operational efficiency: Through continuous monitoring and predictive
maintenance capabilities, DTs could enhance the operational efficiency and
safety of critical infrastructures.

e Strategic planning: The integration of real-time data with DTs could support
robust strategic planning, allowing organisations to anticipate and adapt to
potential disruptions effectively.

e Interoperability and collaboration: DTs could facilitate better coordination
among various stakeholders involved in managing essential services, promoting
more unified and effective response strategies during emergencies.

However, it should also be emphasised that researchers and practitioners are still in a
phase where they are exploring potential benefits, whereas reports of real experiences
of DT usage in this field are scarce. This optimistic view needs to be balanced against
the costs and unexpected complexities that will occur in real, large-scale usage, but this
perspective is essentially missing from the literature at this point in time.

b. Actionable Recommendations for Stakeholders
Given the potential of DTs indicated in literature, it can be expected that many

organisations will explore how they can reap the benefits of this technology. For this,
some actions are recommended:
e Invest in DT technologies: Encourage the adoption of DT technologies to
enhance operational resilience and crisis response capabilities.
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e Focus on data security: Prioritise the security, integrity, and accessibility of data
integrated into DTs to maintain trust and reliability.
e Develop standard protocols: Establish standardised protocols for data sharing
and system integration to enhance interoperability across different DT platforms.
e Analyse lifecycle costs and benefits: DTs are not off-the-shelf products, but
complex IT systems that are deeply integrated into the organisation’s operation
and technical technical assets. A realistic account of the costs and benefits must
be made, and not only including the initial development but also the upgrades
and enhancements that will occur over time, as for any other complex IT system.
Given that up to 90% of all digital transformation projects fail [40], this aspect is
likely to be particularly critical for the introduction of DTs.

c. Implications for MSB and Government Agencies
Government agencies, including MSB, can take several actions to foster a sensible

introduction of DTs in societally critical applications:

e Policy development: Develop policies that support the integration of DTs in
public safety and emergency management frameworks, as well as regulating its
usage to avoid possible downsides.

e Preparation for DT introduction: A DT relies on access to information in
real-time as well as models of the assets to be twinned. In the acquisition of new
assets, requirements should be placed on open data interfaces as well as
machine-readable models, in order to reduce the cost of later integration into a
DT. This also includes a system-of-systems (SoS) perspective, since many of the
assets will be managed by different organisations that need to collaborate, both
public and private.

e Funding and research: Allocate funds specifically for research and
development in DT applications for public infrastructure and safety.

d. Guidance for Private Sector and Industry
Many operations that are critical to society are carried out by private companies, and

the private industry is also the supplier of the technology for DTs. Therefore, the
symbiosis between public and private actors is essential:

e Collaboration with government: Engage in partnerships with government
agencies to align DT development with national safety standards and
requirements.

e Innovation in DT applications: Innovate in the application of DTs beyond
traditional uses, exploring new areas like sustainable urban planning and
renewable energy management.
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e. Future Research Directions

The literature reveals that the application of DTs to societally critical areas is still
immature, and there is ample need for further investigations:

DTs in non-conventional areas: Explore the use of DTs in less traditional
sectors such as renewable energy and smart cities.

Long-term impact studies: Conduct long-term studies to assess the societal
and environmental impacts of DTs in essential services. This can lead to both
scientifically sound evaluations of cost and benefits, and valuable accounts of
practical experiences.

Advanced Al integration: Investigate advanced Al techniques to enhance the
predictive capabilities and autonomy of DTs.

Transdisciplinary research: Much of the existing literature has a focus on
technology, and this is important to understand the building blocks of a DT.
However, as the field matures, there is also a need for systems-oriented research
that looks at the problems more broadly, and includes technology, organisations,
people, and society.

System-of-systems perspective: Societal applications fulfii many of the
characteristics of SoS, but the literature on DTs in this sector hardly brings up this
perspective at all. Further research is thus needed on how DTs can be used to
improve the collaboration in a societal SoS, and how known hurdles can be
overcome [39].
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