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Abstract

Unmanned Aircraft Vehicles (UAVs) are increasingly deployed in civilian and defence domains,
where reliable communication between multiple platforms is essential. Cooperative UAV swarms, par-
ticularly in Search and Rescue (SAR) operations, require resilient communication links to ensure task
coordination and data exchange. This thesis investigates the establishment of a baseline for direct UAV-
to-UAV communication in unobstructed environments, focusing on the evaluation of fundamental trans-
mission parameters.

The work combined a literature review with experimental field studies. The referenced platform
are two multi-rotor UAVs equipped with onboard computing and wireless transceivers. The software
environment on the UAVs was simulated on laptops, and they were used to exchange text-based packets
using User Datagram Protocol (UDP) protocols under Line Of Sight (LOS) conditions. Parameters
including latency, packet delivery ratio, and transmission distance were measured and analysed.

Results show that end-to-end delays remained within a few hundred milliseconds. The experiments
confirm that direct communication between UAVs is feasible for low-speed platforms in baseline LOS
scenarios.

The study provides an initial benchmark for UAV-to-UAV communication performance, and it es-
tablishes a foundation for future research on resilient Flying Ad-Hoc Networks (FANETs) in mission-
critical applications.
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1 Introduction

Alfred Nobel performed the rst unmanned ight with an aircraft equipped with a camera [10]. His new
method of mapping with photographs was later patented. Unmanned Aircraft System (UAS) development
was often-times performed by the military. For the civil sector, the cost of development usually outweighed
the bene ts of such platforms. This changed when the costs of computing power and hardware related to the
UAS platforms decreased. According to the authors of [10] some of the technologies that enabled cheaper
development were Global positioning System (GPS), cheaper composite materials and satellite technology.
The rst ever permission for an unmanned ight performed by the Federal Aviation Administration (FAA)
was after hurricane Katrina in 2006. This was done to enable search and rescue missions and the equipped
sensors were able to locate people at a distance of up to 3000 m. One of the earliest uses of drones in
agriculture, is the RMAX during the 90's in Japan. Currently, drones are used in agriculture, precision
farming, search and rescue missions, police work, and even delivery of medicine. In Rwanda, the company
named Zipline is performing life-saving blood deliveries to remote locations. These drone deliveries can
reduce the delivery time from several hours to a few minutes [11]. Companies such as FedEx, Google,
Amazon and UPS started exploring delivery methods with drones as early as the 2010's [10].

In their comprehensive study, Shakhatreh et al. describes how the civilian application domain is growing
rapidly for UAVs [12]. The review emphasise applications such as real-time monitoring, wireless coverage,
search and rescue missions, delivery of goods and surveillance. According to the review, UAVs will be
responsible for more thatD0000jobs by2025 They further elaborate that the payload market for UAV,
which encompasses communication equipment, Light Detection and Ranging (LIDAR), weaponry etc, is
expected to be valued to at le&dillion dollars by2027. Of these3 billion dollars,80%is expected to be
radar and communication equipment. The future growth of the UAV sector, is projected to be from three
main domains: Consumer shipments, enterprise shipments, and the defence industry. Future challenges
include weather, legislative and energy limitations.

Drone swarms have the potential to offer a more adaptive and robust solution to the applications stated
above as well as others. In the review by Abdelkader et al. [13] the authors mention that drone swarms are
used in aerial entertainment and the largest drone swarm show up until 2021 (the publication date of the
review) was made by Intel in 2018 with 2018 drones [14]. Further, Abdelkader et al. state that the security
and surveillance industry can bene t greatly from drone swarms since the coverage area can increase and the
duration until coverage is reduced. The swarm can reduce the cost as well since the need for manned patrols
can be replaced and only a few Quick Reaction Force (QRF) can be employed. Limitations of sensors might
be overcome as well since two different drones can be equipped with two different sensors. Depending
on the task the swarm should solve the behaviour should be modelled to enable a successful completion.
Regardless of what type of task or which attitude the drone should assume a basic communication must be
implemented. The authors of [12] mention a few of the challenges that are specic to UAV networking.
Some of these challenges are directly linked to FANETS, which is characterized by high-speed nodes in the
network. This causes a greater risk of loss in communication quality, coordination and topology challenges
related to the limited energy source (i.e. a battery) of UAVs, uidity of said networks and signal delays.
Other networks are more general such as network architecture and security questions.

1.1 Problem Formulation

Since the potential of drone swarms is highly transformative and the history of UAVs facilitating SAR
missions in remote and vast areas this is the elected context and foundation to motivate the goal of the
thesis.

To have two or more UAVs cooperate is highly complex, and many different sub-problems must be
addressed. This paper will investigate the possibility and robustness of transmitting basic text-based in-
formation.

With this in mind, the following research questions have been developed.

Research Question 1Which types of parameters can be measured and analysed to indicate the quality
of the data transmission between drones and does these parameters change based on platform?

Research Question 2How do the chosen communication protocol and frequency impact the ability of
UAVSs to maintain effective communication?
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1.2 Limitations

This thesis will not aim to write or improve image processing techniques that allow a software to identify
objects or natural phenomena. Nor will the thesis focus on communication in a jammed or obstructed
environment. The platform which was provided, which is listed in Table I, did not include a camera nor
did we have access to the required hardware and software to test the communication solution in an jammed
environment. Thus, the thesis will solely focus on the direct communication betvé®YVs and the
implementation of either the algorithms mentioned in Section 2 with a clear LOS.

Regarding the hardware, two UAVs has been ordered (components are listed in Table I).

Table |
A Bill Of Materials (BOM) of the components for the UAV

Frame, Motors & Propellers

UAV frame T650
Motors for T650
Propellers for 50
Electronic Speed Controller (ES@n1
Flight Controller Pixhawl6C
H-RTK F9P Helical GPS
Altitude LIDAR Sensor

Intel Next Unit of Computing (NUC)
Random Access Memory (RAM) for NUZ 8
500GB Solid State Drive (SSD) for NUC
T650power distribution board
Battery2200GmAh 6S 30C
Low Voltage Battery Buzzer
Perception Sensors \

First Person View (FPV) Camera

Communication |
5G Module W2

Radio Transceiver/Ground Control Station with" Liquid Crystal Display (LCD)
Miscellaneous \

Transport Box
Drone Cover
CustomizedD Printed Holders
Cables
Connectors

1.2.1 Education and insurances

To be allowed to y drones in Sweden the government agency Transportstyrelsen have a few pre-requisites [15].

To y drones that are in the Eclass the remote pilot needs to have at least a drone certi cate |&vdllfe

drone certi cate is acquired after you pass a test of fodf) (questions based on the education material

provided in [15]. When the certi cate is acquired the remote pilot is allowed to y the drone given that

they adhere to rules and regulations. If the remote pilot acquires drone certi cate [2velhdch can be

gained after additional questions and practical exercises, they are permitted operate closer to non-involved

individuals and buildings. However, the drone cannot not y faster than ti¥)ea/s and that the Maximum

Take-Off Mass (MTOM) does not exceed fod) g. Transportstyrelsen does emphasize that the bene t

of of ying close (not closer than ve §) meters) to non-involved people should outweigh the risk.
Transportstyrelsen highly recommended in the education material [15] that the remote pilot should have

insurances that covers potential accidents that might occur. These accidents might only effect the drone but

it might also y into something or someone which have the potential to be very dangerous. To provide cover

for damages to both the drone and third-party the insurance are two-fold. To insure the drone a property
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insurance is required. The company that provides the insurance will then replace or reimburse the UAV (up
to a certain value). To cover damages made to a third-party, be it a person or building, the remote pilot will

need a liability insurance. If the remote pilot does not have a liability insurance they might be personally

liable to pay for any damages which might be very expensive. It is worth noting that damages that occur
due to negligence or with ill intent is not covered by any insurance.

Finding an insurance company that provide third-party insurance to Swedish university students ying
drones as a part of their program has proven troublesome. The government agency Kammarkollegiet is
in charge of acquiring insurances for Swedish univeristy students [16]. When talking to Kammarkollegiet
both directly and via Malardalen University (MDU) they recommend that each student should acquire an
insurance that will cover possible damage and/or injury to a third-party individually. When searching at
the major insurance companies, according to Svensk Forsakring [17], that insures private individuals all of
them exclude injuries to persons and damages to property made by sea- or air vehicles [18, 19, 20].

1.3 Thesis organisation

The remainder of this thesis is organized as follows. Section 2 provides the necessary background, introdu-
cing UAVs, Robot Operating System (ROS), and the fundamentals of ad-hoc networking with a focus on
FANETSs and their communication parameters. Section 3 reviews related work, highlighting previous ef-
forts in UAV swarm communication and identifying existing research gaps. Section 4 describes the chosen
methodology, including the literature study and experimental setup. Section 5 addresses ethical and soci-
etal considerations relevant to the project. Section 6 details the hardware, software, and implementation
aspects of the study. The experimental results are presented in Section 7, followed by a discussion in Sec-
tion 8, where the Research Questions (RQs) are addressed, challenges are analyzed, and lessons learned are
summarized. Finally, Section 9 concludes the thesis and outlines directions for future work.




Pettersson & Westerbom UAV communication

2 Background

This section begins by informing the reader about UAV and ROS. The explanation is with respect to what
they are and how they are used, as these topics are quite general. Secondly, the section will taper into the
description FANETs and the main parameters used in FANETSs and lastly, different protocols are presented.

2.1 UAV

An Unmanned Aircraft Vehicle (UAV), as the name suggests, is an unmanned (or uncrewed) aerial vehicle.
UAVs have existed for almost as long as manned aircraft and serve a wide range of purposes. By eliminating
the need for a human pilot onboard, UAVs allow for more ef cient use of internal space and enable oper-
ations deemed too risky for crewed aircraft. According to Sweden's Transportstyrelsen, a drone is de ned
as an unmanned aerial vehicle [21].

2.1.1 UAV Design

In 'The De Gruyter Handbook of Drone Warfare' [22], Rogers provides an overview of various drone types
and their origins. He categorizes UAVs into tw®) primary types: xed-wing and multi-rotor platforms,
although numerous subcategories exist within each.

The xed-wing UAV typically features two wings and a propulsion system (see Fig. 1). This design
is especially well-suited for long-duration ights and generally allows for a higher MTOM compared to
multi-rotor UAVs. Fixed-wing UAVs also achieve signi cantly greater speeds. However, they often require
external assistance for take-off and necessitate a at surface for landing [10, 15].

In contrast, the multi-rotor UAV is notably more agile [23]. It does not require assistance for either take-
off or landing. However, it suffers from a shorter operational range, as it expends more energy to remain
airborne and cannot exploit aerodynamic lift as ef ciently as xed-wing designs.

The UAVs that have been used in the experiment presented in Section 6 and the BOM can be seen in
Table IV. This is a multi-rotor drone. It is built by F4F, which is a company based out of Prague, Czech
Republid¢. The drone is built to be modular and will most likely be used in future research at MDU.

2.1.2 UAV applications

In military contexts, UAVs are often deployed for missions that are considered too “dull, dirty, or danger-
ous” for human operators [24]. They frequently augment or replace personnel on the ground, primarily
for Intelligence, Surveillance and Reconnaissance (ISR) operations. However, UAVs can also serve of-
fensive roles. Infamous platforms such as the Predator and Reaper can either be equipped with advanced
surveillance sensors or, if armed with warheads transforming them into strike-capable assets.

In a civilian context, Boon et al. [23] conducted a comparative study of xed-wing and multi-rotor UAVs
for environmental mapping, using identical RGB cameras and weather conditions. Their results showed

Ihttps://fly4future.com/about-us/ . Accessed 2025-10-01

() (b)

Fig. 1. Two examples of xed wing UAVs [1, 2].
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(@ (b)

Fig. 2. Two examples of multi-rotor UAVs [3, 4].

that multi-rotor UAV's provided signi cantly higher geometric accuracy, with a vertical Root Mean Square
Error (RMSR) of 0.13 m compared to 2 m for the xed-wing system. This was largely due to the xed-
wing UAVs higher ight speed and longer exposure times, which reduced image quality. The multi-rotor
UAV also achieved ner ground resolution and produced more accurate Digital Surface Model (DSM)s,
crucial for tasks like vegetation analysis and contour mapping. Despite the xed-wing UAVs advantages in
endurance, cost, and area coverage, the study concluded that multi-rotor UAVs are better suited for precision
environmental monitoring due to their superior data delity.

Further civilian applications include Forest Health Monitoring (FHM). Ecke et al. [25] note that while
satellites and manned Remote Sensing (RS) platforms remain prevalent in FHM, the use of UAVs is rapidly
increasing. Similar to Boon et al., their study highlights the trade-offs between xed-wing and multi-rotor
UAVs where the former covers larger areas, while the latter typically provides higher-resolution imagery.

Ferbin et al. [26] compile ndings on UAV use for power line inspections. Their review concludes
that UAVs, like those used in FHM, are highly effective alternatives to manned platforms due to their
ability to access hard-to-reach areas, capture high-resolution images, and much lower cost. When equipped
with thermal sensors, UAVs can detect hotspots which are potential indicators of inadequate insulation.
Unaddressed, these could lead to both safety hazards and costly failures.

2.2 ROS

ROS was an initiative originating from Stanford University and the Personal Robotics Program [27]. It was
developed to solve several central problems in robotics development. Many research developers developed
the same basic code repeatedly in new projects. They wanted to promote open source code in robotics,
with a shared development platform. ROS was supposed to be the foundation of the new generation of
robotics development. Among the ideas were to democratize, and make robotics development more mod-
ular. Robot Operating System (ROS) is an open source platform with tools and libraries that enable robot
application development [28]. ROS enables easy handling of hardware abstraction, message management,
device drivers, visualization, and package management.

2.21 ROS1

ROS1 was released in 2010, and is written mainly in C++ and Python. Its architecture is focused on
modularity, and its constituents are:

1. roscore: As the name implies, the roscore is the leading service that keeps track of node registration,
matches publishers and subscribers and more.

2. Nodes: Every node is an independent process. ROS nodes are language agnostic, meaning that they
can be written in any language and communicate with other nodes in a different language without
problems. A node can typically focus on a single task or a simpler task.

3. Topics: ROS way of handling communication. It is an asynchronous publisher/subscriber model that
lets the ROS architecture and its nodes communicate with each other. ROS1 uses its own version of
TCP/IP, TCPROS and UDPROS.
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4. Services: Synchronous model that function on a request/reply basis. Each service has a pair of
messages, the request message along with its reply. A node can request a service from another node
by sending a request and has to wait for the reply. Services are usually used for communication that
requires a response. Services do not provide any feedback.

5. Actions: is the third way of communicating in ROS. Similar to services, a client requests communic-
ation through a service server. Unlike services, action servers provide constant feedback to the client.
This may be in situations where the request takes a longer time, therefore requiring progress updates.

6. Bags: ROS way of storing data recorded from nodes. A bag can we played back by the same topics
they were recorded from.

2.2.2 ROS2

The architecture mostly remains the same, having the same individual parts as ROS, but with some key
differences. As compared to ROS2, ROS2 has a decentralized design instead of a singular core node, and
uses data distribution services to distribute data in the system [28]. It also has support for security, multi-
robot systems and real-time support. A ROS bridge enables cross-platform functionality between ROS and
ROS2.

2.3 Ad-Hoc Networks

According to the Cambridge dictionary [29], the word “ad hoc” means “made or happening only for a
particular purpose or need” or “not planned before it happens”. According to Ramanathan et al. in[30]
an Ad-Hoc Network (ANET) is a collection of devices that are capable and wish to communicate with one
another. Still, there is no xed structure and no pre-determined organization. A key assumption is that not
all nodes can communicate with every other node so each node must be able to relay information. Since
each node, to some extent, is mobile a key feature of an ANET is rapid changes in connectivity and link
characteristics might occur.

The authors of [31, 32, 33] states that there are multiple different ANET each suitable for a different
environments. They further state that the most appropriate ANET for communication between UAVs is
the FANET which is designed to suit nodes that are highly mobile 3Dapace, i.e. UAVS. Lakew et
al. in [32], declare that FANETSs are an emerging but essential technique within the eld of drone swarms,
and both academia and industry are developing communication architecture protocols, mobility models,
applications, simulators and test-beds etc. Thus, there is no industry standard for how a FANET is supposed
to be implemented. Wang et al. in [33] propose a combination of many different protocols where each one
lIs a certain role, which is a sound proposition since it adds to the rigidity. Further, such a solution becomes
more modular, which increases the usability in many applications.

2.3.1 FANET

A Flying Ad-Hoc Network (FANET) is characterized by the speed and mobility of the nodes within the
network [32, 34]. These nodes are UAVs and this type of network allows the drones to communicate
directly with each other and not via a Ground Control Station (GCS). Bekmezci et al. in [34] contributes
the advancements within the eld of FANETS to progress of embedded systems and the miniaturization
tendency of microelectromechanical systems and Chriki et al. in [35] support this. The improvement in
those elds has made it possible to develop and produce mini UAVs at a low cost. The advantages of
multi-UAV systems include but are not limited to scalability, survivability and shorten mission duration.

2.3.2 Characteristics of FANET
In the bullet list below characteristics and features of FANETSs according to Chriki et al. in [35] are stated .

* Network topology: The network topology changes rapidly due to the high mobility of UAVs.

« Node density: UAVs must maintain larger separation distances than ground robots in order to min-
imize the risk of mid-air collisions.

* Radio propagation model: Communication links typically require line of sight (LOS) between
nodes to maintain a stable connection.
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 Localization: Determining accurate position and velocity is challenging; Swedish regulations further
require civilian UAVs to broadcast position, velocity, and identi cation [15].

» Power consumption: Since all onboard systems draw power from the UAV's battery, energy con-
straints limit the choice of communication hardware and protocols.

All of the characteristics are somewhat dependent on each other and the type of UAV within the network.
As Chriki et al. mentions in their survey [35], if the drone is quite large and can maintain a great MTOM
the battery can most likely support more distant communication since they can have a greater output of
the transmission, something that a small drone cannot support. In turn that can affect the node density
and which might affect the network topology. Greater distances might introduce obstacles that breaks LOS
which might introduce limitations to the radio propagation model.

In the review by Khan et al. [36], multiple types of FANETSs are discussed alongside various commonly
used routing protocols. The classi cation of FANETSs presented in the review highlights that drones may
assume different roles and be equipped with diverse sensors and actuators, which introduces signi cant
complexity to network design, communication protocols, and coordination strategies. There is no single
solution that solves the characteristics mentioned in the bullet list. Based on the objective of the drone
swarm as well as the selection of platform some parameters might be more important than others.

2.4 FANET communication parameters

Which type of communication parameters in a FANETSs are dependent on application. Noor et al. presents
multiple examples of drone swarm applications and which communication parameters that are more import-
ant than others in [37]. In [38] Polka et al. conducted a session where potential target groups and objectives
were discussed with professional rst responders. Within the eld of SAR activities where UAVS might

be of help where oods, construction collapse, snow avalanche, persons lost in wilderness etc. Noor et al.
in [37] summarize that most of the stated activities require that the drones can share task management, pos-
ition and velocity, map information and data messages with images or videos. These types of requirements
means that parameters such as data rate and latency are of great importance.

Further, Noor et al. identi es reconnaissance and surveillance as an application for drone swarms [37].
They state that objectives as wide-spread as battle eld information, mapping areas after earthquakes, and
security monitoring can be augmented by using UAVs in cooperation with human personnel. Berrahal et al.
in [39] supports this in their extensive and novel approach to border surveillance. Their proposed solution
includes multiple passive sensors and drones that maintains and check the status of the passive sensors
as well as police the border with a camera pay-load. The communication parameters they emphasize is
range, robustness of network coverage and data rate. Noor et al. in[37] state that this is very similar to
the requirements of SAR operations and unlicensed technologies such as WiFi and Bluetooth along with
licensed communication technologies IB@ and rural mobile networks provide both range, data rate and a
robust local network coverage. Given that the basis presented in Section 1 is a SAR mission the parameters
which this paper will focus on can be viewed in Table II.

Table Il
The parameters the paper will focus on and a short de nition of them.

Parameters  De nition \
Time The total duration of a packet communication. Transmission from one end-node to
receiving node refers to the end-to-end delay experienced by a data packet, encom-
passing all delays incurred from source to destination.

Energy The total power consumed by a node or system during data transmission and recep-
tion, typically measured in joules. Particularly important since the system is batftery-
powered.

Distance The distance between the communicating nodes in the network. It directly in ugnces

signal attenuation, propagation delay, and is a key factor in determining connectijvity.
Package loss | The percentage or the total number of data packets that fail to reach their intended
destination. It re ects the reliability of the communication channel and can be caused
by interference, congestion, or transmission errors.
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2.5 Robot Network Design

Jawhar et al. in[40] investigated the common issues, requirements and different models of Multi-Robot
System (MRS), which are collective swarm systems and intentionally cooperative systems. Intentionally
cooperative robots usually differ in their sensing abilities [40]. The former consist of a large humber of
robots, mainly performing their individual tasks. This system do not require extensive communication
between the individual robots. The latter focus on cooperation between the robots to perform its tasks.
There are two different types of communication in a MRS, Robot-to-Infrastructure (R2I) and Robot-to-
Robot (R2R). The R2R system is further divided into weakly cooperative and strongly cooperative.

« Strongly Cooperative Robots: This type of system works to achieve a common goal. This leads to
high demands on the communication services.

* Weakly Cooperative Robots: This type of systems divide the different tasks between the different
robots, and perform them individually. This type of service usually requires more relayed commu-
nication.

Jawhar et al. [40] lists different types of MRS architectures. These are:

« Centralized: All communication is done through one node in the network. This structure suffers from
reliability issues, due to the fact that it acts as a single point of failure in the system. If the relay node
fails, the communication for the rest of the network fails. This model also scales poorly, because of
the load placed on the main node [41].

« Decentralized: The network on the robots local decision making, and does not require feedback from
a central control station. This makes the network adaptable, and robust to failures since no one robot
is critical to the network as a whole. The problems with this kind of structure is usually due to
synchronisation issues [41].

« Hierarchical: Robots are structured in hierarchies, similar to that of the military. One robot can act as
the leader of a group of robots. There can be several levels in the command structure of the network.
This hierarchy is scalable, but suffers from loss of functionality if the command drones are lost [42].

» Hybrid: A combination of decentralized control and hierarchical control. The ability to take decisions
locally improves the robustness in this network, in regards to the pure hierarchical control, as well as
increasing the decision making of the network.

Further, the authors of the following papers [43, 40, 44, 45, 46, 47] lists the parameters below as required
for success in MRS systems:

* Number of robots: The size of the network is important to consider, due to the fact that some routing
protocols only handle a small nhumber of robots well. A limiting factors in some of the routing
protocols is the overhead from control messages.

* GPS: In some protocols, the location is an intrinsic part of the algorithm. Some cheaper robots that
do not have GPS Capabilities, might struggle with these algorithms.

« Processing power: It is important to dimension the communication overhead according to the robots
processing power.

« Memory: Some protocols require quite large tables to be held at all times by the robots. This might
affect which type of protocol is feasible for the network, given a desired robot.

* Energy usage: Most drones use a battery as a power source, which has a limited amount of power.
Energy is a very important factor in MRS networks. A big focus should be put on choosing energy
ef cient communication.

« Throughput: As mentioned earlier, the data requirements of the application has a paramount role in
choosing the required data rate. It might be ne to drop some frames in a video feed. Some other
information might be more safety critical and require a more stringent control.

« Interference: If several robots are using the same frequency locally, interference might play a role.
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« GCS: Mapping of parameters on robot level is, to the higher levels in the infrastructure is crucial for
seamless integration.

* Mobility: The network must take into account the level of mobility in the network, and choose a
protocol that suits said mobility accordingly.

« Handoff: In bigger networks, it is usual to have several levels of hierarchy. If a drone exits its intended
are of operation, it is important to have hand-over routines from one gateway to another.

e Security: Depending on the context, there might be a need for secure communication. There are
several different types of security threats, both external and internal to consider.

« Reliability: Certain types of applications might not tolerate communication disruptions. Depending
on the reliability requirements, the network might have to include redundancy in different forms. The
ability to repair failures and ensure reliable communication needs to be adapted to the context.

2.6 MAC layer protocol

Since robots are mostly moving, they can be associated with a special type of network called Mobile Ad-
Hoc Network (MANET). A lot of the designs for MANETS are also useful for FANETSs [40]. According

to the authors, a lot of the layers from the Open Systems Interconnection (OSI) model can be used in these
networks [40, 48].

2.7 Communication Protocols

The Swedish government agency Post och Telestyrelsen (PTS) is the designated authority responsible for
designating and supervising the radio frequencies across Sweden in accordance with international and
European standards [49]. PTS does so by allocating radio frequencies band and set a max effect output
so such that it does not interfere with other frequency bands. Some frequency bands are not as heavily su-
pervised as others to limit bureaucracy and to promote innovation. Wireless Local Area Network (WLAN)

has a few designated frequency bands and devises which communicate over these frequencies cannot exceed
20dBm which is roughlyl00 mW.

Fig. 3. A depiction of a common wireless mesh network gathered from [5]. It is clearly illustrated that no end-node has a direct
connection with another end-node.
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2.7.1 Mesh WLAN

A common structure of WLANS is the use @for more routers that are in range with other routers or
end-nodes. In Fig. 3 from [5] by Wang an explanation of a mesh-network which utilize WLAN is depicted.
Wang states that the communication protocol in between the routers and between the routers and the end-
nodes most often is the IEEE 802.11s and this is backed by [50]. However, what can be gathered from
Fig. 3 and the references [5, 50] is that no end-node communicates directly with another end-node which is
what this paper is investigating.

2.7.2 |EEE 802.11 WLAN

This subsection is attributed to [51] and will only describe the protocol in general. Please read [51] for
additional information. This communication protocol is commonly known as WiFi (WiFi).

A Station (STA) in a wired network is equivalent to a xed location but that might not be true for a
wireless network. The addressable unit, i.e. STA, might be stationary, portable or mobile. The STA might
assume more than one characteristic as well and can simultaneously be a portable, dependent and hidden at
the same time.

Given that the Physical Layer (PHY) is wireless the communication is considerately less reliable than
its wired counterpart and it is unprotected from other signals in the same medium. The broadcast of the
signal might be interfered in the medium, thus its topology is time-varying and does have an asymmetric
propagation. However, in controlled environments Quality of Service (QoS) can be guaranteed.

To achieve an architecture that provide a WLAN which supports mobile STAs several components are
included. The Basic Service Set (BSS) is the basic building block of an 8R&E1WLAN and are usually
depicted as coverage area with two or more STA. The membership of a STA in a BSS is dynamic since the
STA (especially the mobile STA) can move in and out of the coverage area and can turn on or off.

One of the main components in a BSS is the Access Point (AP) which works as a router. For two STA to
communicate with eachother in the same BSS to communication has to be routed via the AP. Independent
Basic Service Set (IBSS) does not require an AP, instead all the nodes can communicate with all other
nodes in the BSS. This type of Local Area Network (LAN), wired or wireless, usually does not require
preplanning. IBSS, Peer to Peer (P2P) and ANET are different names for the same type of network.

2.8 Transport Layers Protocol

There are two main transport layer protocols where Transmission Control Protocol (TCP) is the most used
connection-oriented protocol and UDP is the most used unconnected protocol [52]. Depending on the
use-case one protocol can be preferred instead of the other. In the survey by Singh et al. [53] an overall
explanation of both TCP and UDP is presented. According to Singh et al. TCP is optimized for accurate
delivery rather than timely delivery. An example of when TCP is preferred is where a client wants to connect
to a server and to deliver mail and transfer les between two end-nodes. Before any les or packages are
sent both end-nodes acknowledge that they are connected with one another and that one is ready to receive
and the other ready to transmit. Also, once the client has received a package an acknowledgement is sent
back to the server.

Singh et al. explains that UDP on the other hand does not use an acknowledgement dialogue. Instead
the server sends data continuously and the error check is either unnecessary or the action is performed by
the receiving client. Due to this attribute time sensitive applications such as video streaming usually prefer
UDP over TCP.

For our application we aim to to see the result when implementing both TCP and UDP. As mentioned
earlier the different parameters we are interested are more or less important based on the platform. From
Table IV the supplied drones does not have a high recommended max-speed so to investigate whether
TCP is fast enough that might be the preferred protocol since the risk of having data packages lost during
propagation is reduced. However, if the delay is multiple seconds which Singh et al. state as a possibility
UDP might be more suitable.

10
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3 Related Work

In this section a selection of previous published work and results within the eld of drone swarms and
ANETSs is presented. Even though the eld of UAV swarms has multiple uses there are not many papers
that explores direct ad-hoc communication between end-nodes. At the end of this section a short conclusion
of the state of art is summarized which highlights the importance of this paper.

3.1 WARA

In the summary report by Pintar and Linn [54], the authors present the key milestones of the WASP Re-
search Arena (WARA), outlining its achievements and the breadth of collaboration between academia and
industry. The of cial WARA websité further details its long-term strategic goals, which emphasize advan-
cing autonomous systems and collaborative robotics.

Building on this initiative, Andersson et al. [55] describe the development of a collaborative rescue
robotic system, a use case closely aligned with the context of this thesis (see Section 1). Their proposed
system is structured around a server-centric architecture, where each end-node—whether an UAV or an
Unmanned Surface Vehicle (USV)—communicates with a central server. Both platforms were equipped
with the hardware needed to operate over a 5 GHz WiFi link, enabling reliable data exchange. Notably,
certain UAVs carried specialized payloads, such as rst-aid kits or a CommKit system. The latter functioned
as a router, effectively extending connectivity and enabling a mesh ANET.

This setup is further elaborated by Wzorek et al. [56], who highlight how the addition of CommKit-
equipped drones allowed for exible network extension in rescue scenarios. However, despite these ad-
vancements, both studies reveal a common limitation: direct ad-hoc communication between UAVs without
supportive infrastructure was not implemented. Instead, communication always relied on either a central
server or intermediary nodes acting as routers.

In contrast, this thesis will focus on the implementation of direct communication between end-nodes
without the need for additional supportive infrastructure.

3.2 MESHMERIZE

By FMV recommendation the company MESHMERZEased out of Dresden, Germany and their work
regarding ANETS called for a more in-depth search. From report [57] by Pandi et al. which describes the
real-world test conducted back 2019it reads that the experimenters placed stationary routers on an open
eld to which their UAVs could connect to when in range. While effective in establishing and to sustain an
ANET this is approach mirrors the approach by WARA.

3.3 Conclusion

From the research presented by both WARA and MESHMERIZE it can be concluded that the ANETs
they employ utilize stationary routers (either placed before hand or dropped by UAVS) to which unmanned
vehicles (i.g. UAV and USV) can connect to. Even though the eld of drone swarms which utilize some
type of ANET has gathered a lot of attention a lot of the papers explaining the research focuses on mesh
networks. From what we have found there is not much research or implementation of direct communication
between 2 or more end-nodes.

Zhttps://wasp-sweden.org/sv/om-wasp/
3https://meshmerize.net/we-are-meshmerize/

11
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4 Method

The method presented in the presentation by Petrovic in [6] is the foundation of the method that will be
used for this project. The presented scienti ¢c approach and research method starts by formulating a general
research problem backed up by related work, and once that is complete the problem formulation is formed.
In Fig. 4 itis hinted that the process of getting started is quite straightforward but the research questions and
the experiments are more of a iterative process. During the research work when conducting experiments
and validating the results the research challenges and questions might change as well as the design of the
implementation. It is further recommended that the thesis report should be written continuously during the
project.

General Research Problepiiss {Related Work and State of %rt

Research Challeng}:,s, ,,,,,, ) Ideas

—_ ! ’ ‘-’*‘ ~= N
Research Resul}s Research Work Design Proces}s

Validation

Fig. 4. A visual representation of the method used for the project. Same as the method presented by Petrovic in [6].

4.1 Literature study

To nd relevant related work and state of art a literature study has been conducted during the initial phase.
In [8] Wohlin et al. present a procedure of conducting the literature study. Chapter four "Systematic Liter-
ature Studies" of book by Wohlin et al. start off by highlighting the necessity to identify the need or basis
for a literature review. Just as they mention in the chapter the necessity originates from the need to under-
stand the eld which in our case is UAVs in general and communication within a UAV swarms in particular.
Further, Wohlin et al. specify the need to develop a review protocol and refer to the work by Keele et al.
in [58] which give suggestions to which topics be covered. See the bullet list below.

« Background which provides the rationale for the survey.

The RQs that the review is intended to answer.

» The strategy that will be used to search for primary studies.
« Study selection criteria.

- Which studies are excluded, or included, from the review.

¢ Study selection process.

- How the selection criteria applied.

¢ Study quality assessment.

- Develop a plan to assess the quality of each report.

 Data extraction strategy.

- De nes how the information required from each primary study will be obtained.
« Synthesis of the extracted data.

- Clari cation whether a formal meta-analysis is intended or not.

12
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< Dissemination strategy (if not included earlier).

¢ Project timetable.

When conducting the literature review Wohlin et al. [8] recommend two different approaches. We
elected to go with the the second approach, “snowballing”, where the search for relevant studies are based
on previous ones. The challenge that Wohlin et al. highlight is to identify a set of primary studies and search
strings as a base. In the paper [59] Wohlin gives a few pointers of what the start set should include. These
include items such as the starting set isn't to small, the papers should cover a great span of authors, years
and publishers. Also, the start set should be formulated from keywords in the research question. However,
Wohlin writes that there is no “sliver bullet” that is true for every good starting set and that papers which
should have been included in the start set are discovered in the snowballing at a later stage. Further in [59]
where Wohlin formulates the guidelines on how to conduct the snowballing process he points out that the
process goes forward but also backwards, and that is an iterative process. If done correctly it will provide
the researcher with ample opportunity to both include and exclude papers from the starting set based on
ndings in the following steps.

The literature study will heavily in uence the ideas regarding how to formulate and solve the research
guestions and how to conduct the experiments. The research work will be conducted by implementing the
communication protocols and performing experiments which will be evaluated by measuring parameters
such as Signal-to-Noise Ratio (SNR) and package loss. The method used to validate the experiment will be
quantitive.

4.2 Experiment

Just as the book Experimentation in software design [8] by Wohlin et al. was a great inspiration of how
to conduct the literature study we choose to follow (to a an extent) the presented experimentation process.
Below each step is explained in greater detail.

4.2.1 Scoping

Although the hypothesis does not need to be stated formally here it needs to be de ned clearly. The goal is
to answer the questions stated in the bullet list:

¢ Object of study.

- What is studied?

* Purpose.

- What is the intention?

¢ Quality focus.

- Which effect is studied?
e Perspective.

- Whose view?

¢ Context.

Where is the study conducted?

4.2.2 Planning

At this stage the hypothesis must be formulated formally as well as context of the experiment. This includes
whom should conduct the experiment and the environment, is it students at university or professionals in an
industrial setting. According to Wohlin et al. the goal of the experiments is to reject formulated hypothesis.

If the hypothesis can be rejected then the conclusions can be drawn. However, if the hypothesis cannot be
rejected it does not automatically become accepted. Maybe the hypothesis will be rejected if there are more
data points.

13
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Once that is completed both the independent and dependent variables is determined. The independent
variables are the ones that the researcher can control and to do so requires some beforehand knowledge.
The dependable variables are the result i.e. the independent variables after they have been acted upon by
the process. Very rarely is an experiment a one time affair and by having an iterative process and the
selection of independent variables are often chosen simultaneously or even in reverse order based on the
measurement of the dependent variables. Here further constraints are identi ed which can be applied later
on for statistical analysis and ne tuning the experiment.

Table llI
Presentation and explanation of the relevant formulas mentioned in [8] by Wohlin et al.

Measures of Central Tendency

Explanation of formula \ Formula

Mean (x) equals the sum af data

points divided byn. The mean is & _1 C fori=1

. . = — i ori=1;2;n 1
valuable metric to understand intefr- X n._ Xi ! @)
val and ratio scales B
Median (x) equals the middle value ( .
(or values) when the data has begen _ Dl if nis odd
ordered x= n"term+ (n+1) " term. i (2)

; ifniseven

Variance (s?) equals the variance
of the data set. Just as the meah _
is meaningful for the interval and n 1.
ratio scales so is variance

(X X) fori=1;::;n 3

Standard deviation (s) is the v
square root of variances?) and ? 1 X
measures the spread of the data S
points i=1

(xi x) fori=1;::n (4)

o8

Rangeis an indication of the sprea
of the data. range = Xmax  Xmin 5)

At this stage the validity of the experiment should be taken into consideration as well. How well does
the ndings perform in the environment and how general they are. The ndings does not have to be general
to be “better”. Some experiments might test a certain process or technical solution in a certain environment
and the results should be valid for the population of interest. If it is it is called adequate validity.

4.2.3 Operation

Once planning is complete the actual experiment (in our case data collection) must be conducted. Wohlin
et al. sections this step in®individual steps. First off the experiment must be prepared, all the necessary
hard- and software must be in place and ready to execute. Here Wohlin et al. refer to studies which have
participants which is not true for our case. However, we highly agree with the statement that the preparation
stage is very important for the next step.

Once the preparation has been made the next step is to conduct the experiment. Now the data is simply
collected and if the previous steps have been completed with attention to detail this should not be challen-
ging.

The last operation step according to Wohlin et al. is the validation of the collected data. At this stage
however it is only a quick "glance" to con rm that it is reasonable. If the collected data isn't reasonable
than one have to discard and backtrack and analyse which of the previous steps is the source of error.

14
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4.2.4 Analysis and interpretation

At this stage of the method Wohlin et al. introduces a lot of mathematical formulas to analyse the collected
data. Formulas which calculates the mean, median, variance, standard deviation and more. By utilizing
these formulas the interpretation can be completed and substantiated objectively. In Table Il the relevant
formulas and a short explanation of what the result of those formulas represent is presented.

4.2.5 Conclusion and presentation of experiment phase

Finally, once each step presented earlier has been completed it all needs to be presented and here Wohlin
et al. highly recommends graphs, gures and other visual aids which simpli es for the reader to grasp the
ndings. At this stage the authors can highlight that which they feel is more important for the reader to
understand.
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5 Ethical and Societal Considerations

The rst ever use of a UAV, was a torpedo, during the rst world war in 1915 [60]. Although a lot of the
intensi cation in the UAS sector came from the gulf war during the 90's. The UAS usage was so successful,
that it created a massive psychological effect in the opposing faction. The gulf war is said to be the very
rst instance of humans capitulating to a robot [61]. According to Finn et al. a key point regarding ethical
considerations for UAS usage is privacy concerns [60]. De ning what privacy means has been shown an
elusive question. Although there has been more work regarding data protection, it is hard to make the
connect data privacy ethics to basic human rights. The authors describe how surveillance that does not
strictly adhere to data privacy questions, can still create negative effects. One such example is through
the “chilling effect”, where people are less likely to express their freedom through social movements or
gatherings [62]. Surveillance systems may also enforce problems when it comes to racial, class, gender
sexuality and age-related discrimination [60]. For example, iris scanners have falsely infringed the freedom
of movement for some individuals that are mistakenly categorised as being on no-y lists. The authors
point out that certain mechanisms of surveillance require different regulatory mechanisms. A body scanner
need a different set legislation than a camera surveillance system. Since UAS may tap into several different
categories of data privacy and surveillance mechanisms, creating an over-arching legislation covering the
whole UAS as a category may prove complex.

Rydell et al. describes how when children spill a glass of milk, they try to disassociate themselves from
the mistake, by shifting the blame onto the glass itself. Instead of saying "l spilled the milk", the child uses
wording such as "the milk spilled itself" [10]. This is called anthropomorphism, and is according to the
authors, a common strategy when dealing with moral and ethical dilemmas. This is the act of attributing an
object or animal with human qualities in order to explain a phenomenon or action. While this may sound
ridiculous, it is in fact used actively. According to the authors, this works effectively in the military setting,
due to the fact that the systems that are attributed these traits either compensate or replace human functions.
This makes the anthropomorphism less ridiculous contrary to the example with the glass of milk. When a
system is either in part or fully autonomous, it is an entity interacting with the world. Even if these systems
lack consciousness or free will, they are humanized, or even demonized in order to shift the morals to the
autonomous system. A concrete example of this is when drones are described as "killer-robotics"”, or the
MQ-9 drone named "Reaper". The idea is if enough of the responsibility can be shifted onto the drone
itself, the engineers and pilots of these systems can free themselves of responsibility.

Rydell et al. points out that in other sectors, autonomy is usually implemented in areas called the three
D's: dull, dirty and dangerous. They further elaborate how the development of autonomous systems are
questioned on moral grounds. Some sceptics point to the fact that autonomous systems makes it to easy
to kill or perform immoral acts, but the authors point out that there lacks grounds to support the claim that
autonomous systems would make humans more likely to kill.
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